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Chapter 1: Introduction

1.1. Scope of This Document

This documat shows howto usethe Web Ulto configure RADWIN 5000radios and sectors.

w Foralist of whichproduds are configured by the Web Ul,and which are configured by
the RADWIN Manager, seeWhich Mang@ement Tool to Use.

w For adetailed descriptionof howto usethe RADWINVianager to configure RADWIN
5000,seethe RADWIN5000Configuration Guidéor the RADWINManage'.

w Foradetailed descriptionof how to physicallyinstall RADWIN 5000radios, seethe RAS Tt
WIN5000Installation Guick.

1.2. RADWINbOOOOverview

TheRADWIN5000sysem conskts of a osectoré that includes a basestation, andat least one
subsciber unit. Thesubsciber units ae installed andwork opposte the basestations.

RADWIN5000Configuration Guidéor the Web Ul 6



BaseStation Introduction

-~

9~

Figure 1i: ARADWIN5000Setor

There are several types of basestations, all of which ae High Cpacity Base Sations (HBS):
w Lage Form Factor (LFC uWitltan integrated or external antenna
RADWIN5000E 2 A0K |y AydS3aNIGSR 2N SEGSNYyILE |y

1
w Beamforming(JET and ED units) mWith an ntegrated antenna
W

Beamforming (DUO and NEO DUO) niWith an ntegrated antenna andcanwork with
two carrierfrequences

MultiSecor Base S ation 1t ntegrated
w MultiSedor BaseQationt  / 2tefiged O

There are four categories of RADWIN5000subsciber units:
(SU)series:

A SUPRO/AIR Embedded series
A SUPRO/AIR Int egrated series

A SUPRO/AIR Connector ized series
A LFF HSU i not covered by this guide

An Slcan have one of the following resource allocaions:

w AR1t ommitted Information Rate: receivesa guaanteed percentage of resources
w BEmBed Hfort: receivesresourcesaccordingto availability

RADWIN5000Configuration Guidéor the Web Ul 7



In addition, anSUcan have one of the following form fadors:

w Lage Form Factor (LFF)ttsdxternal appearanceis smilarto a Laige Form Factor
HBSand can have an ntegrated or external antenna.

w SmallForm Factor 6 { C C ibs nameirnpies, this unit is smaller than an LEfit,
but can also have an ntegrated or externalantenna.
SUPRO/AIR Embedded series
wSUPRO9 a . arroperate usingthe CIRor BEresource type.
w SUAIREMBT arvoperate usingthe BEresource type only.
SUPROJ/AIR Int egrated series

w SUIntegrated and SLPROINT3x1t /| fte lBihg3heQRor BEresourcetype.
wSUIntegratedt /| fte Bihg3heBEresourcetype only.

SUPRO/AIR Connector ized series
w Requires an externalantenna.

— )¢ With the exception of the frequencyband,the SUIntegrated and SUPRO INT3.x
unit are identical inform factor and function.We will use theterm U Integrated
Note  torefer to both models.

Thefollowing unts can work with anexternal antenna:

w LageFormFactor (IFCUO Tt torizegoyilp O
SmallFormFactor6 { CC 0 tarizetély y S O
SUConnetorized iCan only work with an externalantenna

SUPRO/AIR9 a . Camwork with ssandad external antennas or with the Turbo Gain
antenna

w MultiSecor Base Sation Integrated mCanwork with standard external antennas or with
the MultiSec¢or antenna

w MultiSedor Base Sation Connetorized mCanwork with ssandad external antennas

€ € ¢

RADWINoffers many kinds of externalantennas; someare shown here. They vary according
to their azimuthbeamwidth, size, polarization andapproved frequeng. For specificantennas
and theircharaderistics,contact your customer representative. For a more theoretical
account of antennas, seeAppendixB, About Atennas.

All externalantennas, with the exception of the Turbo Gain and theMultiSedor antenna,
can beused with all unts. TheTurbo Gaincanonly beused with the SUPRO/AIREMB and
the MultiSetor antennacan only beused with the MultiSec¢or Base Sation.
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Although omniantennas canwork with any radio, they are more suited to nomadic units.

Tad f 3: AmieninaSummaryShed 1 of 3)

Azimuthbeam :

Type Fgure width (degees) Typical Use
<60to 120,

Flat dependingon Genaal
model purpose
6N TTMH N

Rectangular (dependingon Sedtor
model)
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Tad f 3: AmieninaSummaryShed 2 of 3)

Azimuthbeam .
Type Hgure width (degrees) Typical Use
Point to
Dish Point, Long
Mesh <60 Digance
B

Oomni 360 Nomadic

RADWIN5000Configuration Guidéor the Web Ul 10




Tao f

3: AmtennnaSummary(Shee 3 of 3)

Azimuthbeam :
Type Fgure width (degees) Typical Use
Turbo Gain 10 Ell\ilB oﬂﬁlR
MultiSecor
. 90 perwing BaseSI 1
MultiSed¢or (180total) tion intert
grated only

1.2.5. Method of Work

w Boththe basestationsand thesubsciber units communicate respectiely, with the sertt
vice provider and uses. Thecommunication protocol for both the service provider and
the usasis Bhernet.

These models shall béocated in aRestricted AcessLocaion and be
acessbleonlyto a skiled personfamiliar with the unit construction and
possble hazards. Chek the voltage on the antennaconnecor before

A acaess.Possbility of hazardousvoltage 56VD Cappearanceexistson

- s acessble antennaconnections.Use Personal Protection Equipment (e.g.

insukbting gloves)whenworkingwith the units or antennas.

Connect theshieldof antennacoaxal cableto protective earth when a
coaxal cableis used.
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RADWIN products releaséefore 2023nhave specific part numbefor each regulation
domain Newworldwide RADWIN productsuch as JET AIR and JET AlRdbtdéMatically
enforceregulationbased onGPS locatigrtherefore there is no neetbr a specific part
numberper each regulation domain

EnforcingRegulationRestrictions

Worldwideproducts include a budin GPSD b { { NI O S A Jifldufity theikiGatidhlr RA 2 Q &
from GNSS, and determine the country in which they are located and the regudattbn

bands availabléor that country. Subsequently, a single PN is available for each HW version

of the radio, withoutneeding to create multiple PNs (dedicated PN for each regulation). The

same radio device can be transferred from one regulation zone to another.

In cases where the operator is permitted by his local regulatory authority to operate in

additional bands not specified by the regulation in his country, a licensing mechanism is

available to enable opening additional bands for use in the radio device.

Outdoors(GPSbased)operation mode

When the radio detects a GNSS signal, it will determine the country it is located in and the
applicable regulation.

User will only be able to select a frequency band that is allowed by the regulation of the
detected country.

Indoors(No GPyoperation mode

In cases in which the user wishes to test the device indoers., inside a warehouse / lab,

0KS RS@OAOS g2dz R y2i RSGSOG F Db{{ airaylrto L
mode, in which the user will be allowed to select the country manu@lhce the country is

selected, the device would detect the allowed regulation for this country, and the user will

be able to select a frequency band allowed by this regulation.

¢tKS aSt SOGSR O2dzyiNE gAff 0S NBYSYOSNBR o0&
a GNSS signal. Once GNSS signal is detected, the device would update the country to the
country detected by GNSS, and would check for regulation mismatch betwgae\visusly

selected band and the current allowed regulation. This functionality is intended to prevent

the device from transmitting in a band forbidden by the local regulation.

The transmission would not be affected in case there is no mismatch between the regulation

of the previously selected band and the current detected regulation.
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1.3. Managementlools

WINTouchis amobile applicaion that guides you in ingtallingand aligningSUPRO/AIREMB,
SUIntegrated, and SJ Connetorized subsciber units.

-8050m =71 wom

-43 0

AWeb Interface is availablefor SUPRQAIREMB, U Integrated, DUO,NEODUO, JHTT! L wK
JHTPRO, SUConnetorized, and MultiSetor units. TheWeb Interface is ntegrated with the
radio unit, and, unike the RADWINManager, requires no externalapplication. You merely
enter the unitQIPaddress,usernameand password, and log in.

If the hardware versionof the base station is of the format x.y, where x and yare
numerals,the base station is managed via the RADWIN Manager, seeChapters 2
=/ throughll.

Note

If the hardware versionof the basestation is of the format xxxJ wherex is a
numeral, the basestation is manaed via theWebUI. SeeClapter 2.

TheRADWINManager is an SNNMrbased management application, operating on your local
computer, which manages a complete sedor over a single IP address.Install the RADWIN
Manager from http:/www.radwin.com/download.

A sample userinterfaceis shown below:
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vEUOE®
ProaxtName B
AmercaType Ot

1 Ascren 0K 020
SubretMask 20620600

TxRato 1% Ro/0

CIR'BE Ratio (W] 800/200
o Rate o)

Figure 12: RADWINManager

1.3.4. WhichManagement Tool to Use

Dependingon the product you are using, use theManagement Tool indicated below.

Tado f Q: Which Managemat Tool to Use

Product Primary Management Tool SecondaryManagement Tool
(full functionality) (limited functionality)
None
LA SH; ETbase stations RADWIN Manager (use amly theRADWIMN | Y 11

ager)

DUO, ETt | IEmiRO?,
NEO, NEO DUO, RADWIN
5000 LMultiSedor base
stations

Web User Interface’

None
(use anly its Web Interface)

LA SF subsciber units

RADWINManager

None
(use mly the RADWIN | Y 11

ager)

U PRO/AIREMB
L Integrated

J Connetorized
subsciber units

Web User Interface

WINTouch+for initial antenna
alignment

a. NewHW versbnsonly

b. Rel.4.9.34and alove.For earlier Releases, usethe RADWIN Manager

RADWIN5000Configuration Guidéor the Web Ul
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1.4. KeyFeaturesof RADWINoOOO

»

»

»

»

»

»

»

»

»

»

»

»

Bhernet connectivity

Trangoarent to L2 potocols

AAARADIUS support

Advanaed OFDM &MIMO 2x2for nLOS and NOSperformance
Enhaned interferencemitigation capability

Inter & intra site syncto reduceself nterference
Multibandradios: different frequencesin the sameradio unit
Dedicated Bandwidth ensuring SLA &éncy

Regulations supported riFCC/ICETS/WPC/MlIMUniversal

Up to 128 Sulscriber Units per basestation (dependingon model)
Fully ntegrated with RADWIN legacy solutions

Nomadic support

Smartbeamformingintegrated antenna,oy” TtSiffkbeamformingreducesinterference,
increases efficiency. Exceptional interferenceimmunity through2nd gen antenna

RADWIN 5000JETJHTT ! LOwWCkTVY andiNEO

»

»

»

»

»

»

»

Single carrier platform

750Mbps

Up to QAM64 (old h/w)/ up to QAM256 (newer HWversions), 1 x80Mhz
Integrated GP Ssynchronization capability, ethernett @sed synchronization (old h/w)
JETAIR/ARO (older HW) configured via RADWIN Manager, (new h/w)1L Web Ul only
Support 64 SUs

Interfaces: GbEand Fiber (SFP] JETAIR/ARO older HW support GBE only)

JHTT B8O 3/5 GHz and NEO DUO (Web Ul only)

»

»

»

»

»

»

»

a dzf cérdenplatform for 3.x and5.x GHz bands:JETt BO 3/5 GHz

a dzt carrlenplatform for two separate 5.x GHbands in oneadio: JHTT BO5 GHz
2x 750Mbps whemperatedad | Rdzl f mol YR &2t dziAzy
Up to QAM256, 2 x 80MHz

Integrated GP Ssynchronization capability

Supportl28customers (64 s percarrier)

Interfaces: GbEand Fber (SFP§new h/w) L

1. Somemodelsoffer a Fber (SFPinterface
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» a dzt cérdemplatform for 5.x GHbands
» 2 X 750Mbps

»  Upto QAM256

» Suppotsupto 128(2x64) subscriber units

» Cancover 36(° with a singleradio unit
» Interfaces: Fber (SFP) and GbE

» Single Carrier

» Up to 250 Mbps net aggregated throughput

» Supports up to 16 HS Subscriber Units

» Guaranteed Service Level Agreement (SLA) per Subscriber Unit
» Single radio supporting multiple bands

» Models: Integrated 90deg antenna or connectorized

» Integrated GP Ssynchronization capability

» Interfaces:PoE- GbE

1.5.2 K| §l€vin Releasd.145

» Introducing the new Jet Air with a new antenna and a sing weitte PN

= For complete and comprehensve charaderistics of the specificmodel you are
workingwith, refer to its Data Sheet.

Note

1.6. Releasé/ersions

Although thisdocument is for Release5.145, certain produds and regulatory environments
may use otherversions.For more information, contact customer support.

1.7. Notifications

Notifications consist of Nates, Cautions, andVarnings:

Note: Drawsyour attention to something ttat may not be obvious.
Note
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Caution:Riskof damageto equipmaent or of service degradation.

Caution

Warning:Riskof danger to personsoperating near the equipment.
Warning

1.8. Miscellaneoufautionsand
Warnings

A All untsshall belocated in aRedricted AcessLocaion and be acessble
onlyto a skiled personfamiliar with the unit construction and posghle
Warning hazards.

Whenworkingwith the SUConnetorized unit 1t

Posshility of hazardousvoltage 56VDCGappearanceexists on acessble
antenna connections.Use Personal Protection Equipment (e.g. hsulating
Warning gloves)whenworkingwith the unit or the antenna.

Connect theshieldof antennacoaxal cableto protective earth when
coaxal cableisused.
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Chapter 2: Managing aVe0 Tt
Canfigured HBS

2.1. Scopeof this Chapter

This chaper coversboth HBSconfigurations and Sltonfigurationsfrom the HBS.

w Thefollowingproduds are HBSunitsthat are managed from the WebUI onlyl.
Availability dependson your regubtory environment:

11 JHTT BO5 GHZ5.x GH& 5.x GHz)

1t JHTT BO 3/5 GHZ5.XGHz & 3.XGHZz)

11 NEO, NEO DUO

mJB AR(5.xGHz singt  Gamier unit)

m JB PRO(3.5GHzor 5.xGHz & A yd@rfieBurits)
T MultiSecor Base Sation

w With dualrcarrier units, the frequences operate independantly, but sincethey are from
the same unit, the Sec¢or IDfor all carriersare the same,and if theHBS iseset, the
actionaffectsall carriers.

TheMultiSedor Base Sation hastwo carrier frequenciesin one unit which can be conneced
to upto two antennas, each with a different gain. Thetwo carrier frequences operate
independantly (they can be activated and dert | v@tadindependently, for example).

When garting manager release 11.0.x, a web management unit (SU
Air/Pro/DUO/NEO/Multisector) manager may indicate it is an unsupported
version and will redirect the user to the web browser.

If you are workingwith an LIF §F or JEThasestation , use theRADWN
Manager asthe management application.

1. OtherHBSunits aremanaged via theRADWIN Manager.If the hardwareversionof the basestation is of the
format xxxJ where x isa numeral,the basestationis managd via theWebUI.
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2.2. Login

Suppoted browsersfor the web interfaceare:

w Chome (Windows)
w Sdari (Machntosh)
w HEge (Windows Tt as@ functionalityonly)
w Hrefox (Windows 1t as@ functionality only)
Acessthe web interfaceby connectingto the unit, eitherdirectly via RJ45able, or via the

internet. We recommend using a P©r laptop. Enter the unit@Q IPaddressin aweb browser
(default value: 10.0.0.120). Avelcome message will appear.

WELCOME TO
RADWIN Device Manager

Enter the usernameand password, then clickLogin.
User name:admin

Password: netwireless
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Themain windw will appear.

Fliters HBS - Sector

4+ Carrier Product Name
RWS000/HBS/5200/F S8/F CUEXT - RW-

= Link Status 5200-0250

Syachronized Available HSUs +

1% A Lacation
Not Synchronized 0O M I Addr Pve Addre prrves - Rate HES

. S

Autheatication Eeror

w abdress ped Mack
T s 1010460230/ 2552552550

+ Kegistration Status R Rate
00 Mop:

Cownink Rais
S0.0

NA

Altituce

NA v

GFS Dot

Sy Stann
Not Synchronized

Up Time
01h02m29s

Figure 21.: Main window for R dzkafrier and multisector units

HBS - Sector
19 sadest sad Mack a3 Chann
101003222/ 2552552550 1700.000-2000.000 MHz 1822500 wu | 5 me

RWS000/HES/5020/F 20/ELFHINT - RW.
50209120

Transiad

— Registeation Status
Rugistered
Unregistered

~ Service Type
Best Effort

CIR

Not Synchecniized

SeniceType
Mixed CIR/BE

B B o 00

Figure 22: Main window for singlecarrier units

For an explanation of the Web UserInterface,seeWebUI Oveview.

For instructions on firstrt (i Au¥e8f a base station, seeFirstiiime Use.

2.3. WebUIOverview

TheWebUI shows thebasestation and any subsciber unitsit has detected.
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In dualrcarrier units, you can seeall carriersat the sametime, with all subscriber units.

You canfilter what you see,and disply the subscriber unitsin variousmannes.

Clickon the sectionof the WebUI of whichyou want more information:

@ Hiters @ Main icons
@ HBSL ist @ SULKt
@ Setor Display views @ Info Panel

Here you canusecertain criteriato filter what is displayed:

w Carrier:SelectCarrer 1 or Carrier 2 (in multitcarrier systems)to showonly deviesusing
the selected carrier.

w Link Satus: Selectthe status of the SUs you want displayed. Possble QU statuses are:

Icon SU status Description
Active Registered & . .
@ gnchronized Registered, in sync
@ Active Unregistered Unregistered
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Icon J status Description

Not Synchronized Registered, no sync

Active Violated Belongsto anothersector

Sotware Upgrade Required | Software Upgrade required / Freqband misnatch

Active Authentication Eror | Authentication error

0006 06 e

Nomadic Unregistered Unregistered, no sync, placeholder
Nomadic Registered Registered, in sync
No Awailable Channel No permitted TV channels availablefor the SU

To show alldevicesusing allstatuses, selectthe Link $atus title.

w Registration Satus: SelectRegistered or Unregistered to show only dvicesin theA Yy RA 1
cated state.

To show alldevices,whether registered or not, selecthe Registration Satustitle.

w Service Type: SelectBed Hfort or ARto stow only deviceswith the indicated service
type.
To show alldevices,no matter what the servicetype, selectthe SeviceTypetitle.

w To minimize theFiterslis, clickon the minimize symbol:

Filters

+ Link Status

— Registration Status

Registered

Unregistered
— Service Type

Best Effort

CIR

w Torestore the Fiterslist, clickon the minimize symbol again:
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;ﬁéLabommW

HBS

AWjilable HSUs +

RTA-(HSU)_2

HSU 3.x

Along thetop edge of the WebU, there are icons that allow you to carry out certain tasks for
the radio units.

Theapplicableiconsbecome enabkd whenyou selectthe radio unit relevant for the task. For
example, if you selectan unmegistered U, the Register icon will become enabkd, but the
Deregistericon will not.

OB o @ ™M 8 4 s ] W

Configure Events  Performance Spectrum  Utilization Carrier Switch Register Deregister Maintenance Operations Diagnostics

If you are configuringan SUdirectly, the BEvents, Performance, Utilization, Register and
Deregistericons wll not appear.

Se various parametersfor the sele¢ed unit, includirg, but
not limited to:
w IPaddress
w Fequencyand bandwidthor channels
Coﬁir& Qonfigure w Transmissiompower
w Paswords
w NTPsettings
w VLAN
w QoS,and mae
Shaws system failures, lossof synchronization, lossof signal,
Bvents compatibility probllemsan.d other fault conditionsandevents
© for the selected unit or units. You canalso searchand flter
ents the eventsby severity, source,and time.
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ThePerformance Monitoring feature constantly monitors
traffic and colleds statistics data, whether or not the WebUI

Admin

; f‘W Performance is open.Usethis to see performancemonitoring for the
cromanee seleded unit or units.
The Spetrum viewfeaure provides spectral measurements,
Spectrum and isuseful in assisting with diagnosingrnterferencerelated
il P problems priorto full set¢or activation. It is operated per
Spectrum Carrier.
D Utilization The Utlization showshow muchof the available sedortt ¢ A
resources of the air interfaceis actually being usd.
Utilization
Shaws Carier Switch events,includingon which unit thecartt
emﬁ Cariier Switch | rier switch was done and is cause. Thisicon only appears for
Carrier Switch the JHTDUO5 GHz.
Register Registersan SU:
R{! g Enabés sevicetraffic betweenthe SUand theHBS.
egister
e Deregister | Deregistersan SU.
Deregister
Maintenance Back up, upgade or restore the software in the seleded unit
or units.
Maintenance
Operations Resets, restoresto factory default configuration, and albws
N licensadependent upgradeson the sele¢ed unit or units.
Operations
Diaanostics Qreatesdiagnddtics files, for useby RADWIN professionalsermt
Wo g vicesand sypports personnelto expedite assistance.
Diagnostics
@ USGII’CF(;I’;)f”e Clickthisicon to logout of the HBS.
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Creates a monitoring filevery 5 minwhich contains all the
parameters thatare presented in the SU lisBelect the
required SU to be monitored and recorded in the file. Clicl
iKS b A02y o6y SE(G &dd/réme® a!
parameters from the SUs list

Start monitor
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Configure

These are the configuration categories:

System Sevices (HBSonly) Services (SUvia HBSonly)
Tx & Antenna Air Interface(HBSor QJ directly) | Management

Hub Sie Sync (HB®nly) | Inventory Nomadic(HBS)
Security Dae &Time Bhernet

GeneralHBS only) IGMP Networking (HBSonly)
WiH (SUonly)

Most caegoriesare relevant for both HBS&nd SUsput someare applicableonly under
certaincriteria,as shown in thetitle of the category, and sumnarized below:

w HBS onlyOnly relevant for the HBS

w SUonly: Only relevant for the SU

w SUdirectly: Can onlybe carried out if configuringthe SU from a direct connection, not
via theHBS A full descriptionof configuringan SUdirectlyisfound in Chapter 3: ManTt
agingJ PROAIRUnits Directl.

w SUviaHBS only: Can only learried out if you areconfiguring the SUvia theHBS

In addition, someoptionsin the categories canalsobe different accordingto what type of
unit isaccessed and how it is acessed.

General

These itemsare convenience fields: Description, ObjectID, Name,Cmtact, Location, and
Lag Power Up. Nameand Laation are typically entered duringHBSactivation. If you make
any changes, clickSave to have them take effect.
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System

General

Description
. Wireless Link
Coordinates
ObjectID
1.3.6.1.4.1.4458.20.5.1.1.

Name
DUO_PM

Person
Location

PM_Lab

Last Power Up
12/11/2018, 14:21:05

Cancel

Coordindes

Thecoordinates (latitude and longitude)useeither decimaldegeesor degees, minutes,and
seconds. These coordinates can be charged manuallyfor an SUonly, and only if theradio
does not have a GPS.

If the radio has anexternal GP Sconnection,you will be ableto choose the connectiontype
(external or integrated), height, and height uncertainty of the GPSntenna.

In Jet Air / Jet Air DUO, tlwirrent HBScountry isdisplayed(either according to the GPS fix
2NJ I O0O2NRAY 3 (2 ddled tNdkids ny GRS fid¥oficarsclangs el A 2 v
country only if there is not GPS fix, in tibangeBand screen

If you make any changes, clickSave to have them take effect.

HBS Configurations

System

Coordinates ®) Decimal Degrees

) Degrees Minutes Seconds

GPS Antenna connection type:
(@ Decimal Degrees

@, Degrees Minutes Seconds
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Here you can configure the Tx Ratio, the QoS, RADEService Authorization, andthe Quality
Detection.

Tx Ratio

TheTx Ratio (TransmissiorRatio, Asymmetric Allocaion) showsthe allocation of throughput
betweendownlink and uplink raffic at the HBSTheTransmissiorRatio is not only setormt
wide: If you useHub Sie Synchronization to collocate several HBSgto cover adjacent
sedors),they must all use thesameTransmissiorRatio.

1. Movethe sliderto the right or left to determinethe Tx Ratio.
2. ClickSave to have your changestake effect.

Services Downlink 50.0%/50.0 % Uplink

0 ) 100
Tx Ratio

Cancel

Theallowable range is from 50/50 %to 8515 %. S#ing values beyond this range
will causeunpredictableresults.If the channel bandwidth is 10MHihe range is
up to 7925%.

If you are configuring GPSHub Stie S/nchronization and choosethe & KifteR £
option, the Tx Ratio must be exactly50/50 %

You must ensure that the range remainswithin allowablevalues. Theeis nofait 1t
safe.

Theeffective availablerange for symmetric allocation isdetermined by channelbandwidth(as
shown) aswell as link détance. In thizontext,a £ A Y fy éollodated RIADWIN HBS.

QoSConfiguration(HBSside)

QoS (Qualityof Service) is atechniquefor prioritization of network traffic packets during
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congegion.

TheRADWINS5000sedors supporttwo classifcation criteria: 802.1p priority(referred to as
"VLAN" for simplicityyr Diffserv based. You may choosewhichof themto use.To work with
them properly, you must be familiar with the useof VLAN802.1p) or Diffserv.

This sectiorescribes how to configure QoSfor the HBSor the whole setor. Howewer, to
fully configure QoS poperly, you must also configure it for each SUin turn.

Based upon theclassifcaion criterion chosen received packetswill be mapped into oneof
four quality goups:realtime, near real time, controlled load or best effort. You may
partition the total link capacity acrossthe four quality quetes. The dfault weightsas
percentagesare shown in the table below:

Priority
Quiality queue

Diffserv VLAN

Real time 481t c o | 617
Near_ rea_ll time (responsive 3017 A75
applicaions)

Caotrolled load 16t o m | 218
Beg effort orL5 ori

You can alsodefine part of the link capacity as carrying VoicerovertiPtraffic. Thisis smilar to
defining part of it asreal time.

1. Fomthea 2 RS tddeténmdRooseeitherthe VLANor Diffserv method.

2. For themethod you seleded, type the PriorityMappingfor each queue.This
determinesthe transktion of the priority mappingof the traffic to what isused by
the HBS Default settingsfor Diffserv and VLAN are as shownin the next two
figures:

Services

Priority Mapping
QoS Configuration

8 ©

Enable Voice Over IP for all HSUs

To enable QOS, this must also be enabled for each HSU seperately

To enable VolIP, this must also be enabled for each HSU seperately
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Services

QoS Configuration

3. If you dzy” TeR & queuethe queue wil beignared for the sedor. It will not
prevert the HSUrrom configuringtraffic labeled with this priority level as & ¥SXit T
will merely ignare its priority level, as if thetraffic was not assgned with any
priority level whatsoever. You cannot dzy” TedR the Bes Hfort queue.

Note the following:
w You canenableQoSfrom eitherthe HBSor the SU. If enabkd from the SU it isdonefor
that SUonly, and isHBS If donefromthe HBSjt isdone sectorm g A R S @

w If QoSisenabkd fromthe HBS it isapplied to all SUgpresently connected to the sedor.
For SUsconneded to the sedor after QoSwas defined, do oneof the following:

1 EnableQoSon those individual SUghis isthe intention of the note d&To enable
QoS this must also beenabkd for each HSUseparatelye worz

1t Rert Sy it &off tHe whole setor from the HBS.

Enabling a VoiP Queue(HBSside)
Note the following:

w You can enable a VoIP queuefrom either the HBSor the SU.If enabkd from the SU,it is

donefor that SUonly andits HBSIf done fom the HEBS it canbe donesectormt ¢ A RS @

enable avolP queue fom the HBS selectEnable Voice Over IPfor all HSJs.

w If aVolPqueue is enaladd fromthe HBSijt is appled to all SUspresently conneded to

the sedor. For SUsconneded to the sedor after the VolPqueuewas defined, do one of
the following:

1t EnableVolP on those individuaBUs (this ighe intention of the note &To enable
VoIPR, this must alsobe enabled for each HSUseparatelyé orz
T Remt S v lit éoff tH& whole setor from the HBS.

w TheVolPfeature - as implemated here - assunesthat your S y' R 11 luizsia §alteIvay
or other network devicethat definesthe traffic to be VolPwith the correct QoS
defined (VLAN or DiffSev, in acordancewith your configuration done here). The
definition must be doneat both endsof the data stream.
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w Enabinga\WIP queue nay deaeasethe sedor @peakthroughputin somescenarios.
Theefore, make sure that you absoluely need to enablea \VolP queue kefore doingso.

1. Clickvoice Ove IP TheReal Time queuewill becomedisabéd. Thismearsthat VoIP
traffic istreated in a similar fashion to Real Time traffic. VoIP works whether you are
using VAN or DiffSev.

2. Optionally, apply\VolPto all of the SUsin the sedor by clicking on EnableVoice Over
IPfor all H®Js.

1t If you do not chaosethis, you must go to each SUfor whichyou want to enable
a\olPgueueand enable it thee.

3. ClickSave to have your changestake effect.

A Makesuethed a 2 Re8etted is theproperone,is consistent throughoutyour
configuration, and that your endruserhas equipmet that alsodefinesits \VolP
Note  traffic with the Mode you defined here.

Services VLAN ~

Queue Priority Mapping

QoS Configuration

<)
S
Q
~

&
»
n

]

able Voice Over IP for all HSUs

O
m
24

RADIUR\uthorization

This optionenabksthe HBS o validate and authorze SU servicebased on informationin a
RADIUServer. You canalsoset a RADIUSserver for accounting. You define servicecategories
based on parameterssethere.

Operation

This optiornworks as follows:

» SUdefinition andassignmat information is saved in the authorization RADIUServer.
» 32 Service caegoriesare defined in the HBS.

» TheHBS quesas theauthorization RADIUSserver on each synchronization afnew
SU anderiodically for active S9. Server replay if the SU is authorized pravides
the SUD definition, service categorgndassignment information

» TheHBS henappliesthis information to each SU.

» Theresulksof thisassignmenfprocessare then sent to the accounting RADIU Sserver.
RADWIN5000Configuration Guidéor the Web Ul 31



RADIUS Servers
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Figure 28: SeviceValidation and Authogation via a RDIUSSever

To charge SUdefinitions and assignmets, update the information in the authorization
RADIUServer. You do not ned to acessthe HBSat all to make this charge, as theHBS
automatically queries the authorization RADUSserver periodically for status updates.

Cwtomer Preparations

1. You must supply seversthat operate the RADUSprotocol. Both authorkation and
accounting RADIUServers can be the same device.

2. The HBS functi@as a radius client.rBpare the following parametersfor both RADIUS
Servers.

w ThelPaddressof the RADUSserver.
Theport of the RADUSserver to which theHBSmust connect.

TheSecet of the RADIUSserver.
A usernamend password. The HBS usestisername and password in the access

request query that it sends to the radius server for each SU.

=€ €

3. Prepare the following configuration information for each SU in your sedor. This
information will be saved in the users list of theauthorization RADUSserver:

Serial number (acqred from your vendor)

Name

Location

VLAN identifier (If relevant - if the HBS and SU are 5.1@0above set the value to zero
asthe VLAN configuration is part tdfe VLAN Traffiattributes in release 5.1.38nd abové

w Register Awailability (whetheror not to register this specificSU)

w Desired servicecategory
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In version 5.1.3@nd above in addition to the above parametersnore parameterswere
supported, including

1 Management IP (3 parameters)
9 Traffic VLAN
o Traffic VLAN: VLAN mode
0 Provider parameters: VLAN ID, VLAN priority, TPID

o Tag parameters: Ingress mode, VLAN ID, priority, Egress mode, Allowed VLAN

IDs (X4), Utag VLAN ID(X4)
NTP server (IP and offset)
Syslog
Contact info
Trap destination addresses (support 3 addresses)
Usesscan fill just part of the parameters above. The mandatory parameters shall be the
key parameteusedfor identifying the usr.
4. In version 5.1.3@nd abovean optional SUidentificationkey parameteihas been added
Sl can be identified by one of the following keys:

1S/N
1 MAC Address
9 Customer/Work Order ID (a string, limited to 32 characters)

Select oneof the below identification keyon the HBS. This identification key shall be

= =4 -4

A

included as the first parametem each SlWtonfigurationrA y G KS NJ RA dzA & SN

5. Prepare the servicecaegory definitionsthat you will setfor use in the
authorization RADIUSserver. Up to 32 categories can be defined; each category
setsthe following parameters:

w Uplink Resources

w Downlink Resources

w Resource Type (CIRor Beg Hfort)

w MaximumInformation Rate (MIR) Up (sectorm g A R S 0

w MaximumInformation Rate (MIR) Down (sectorit 4 A R S 0

w Protocol filtering
Selecthe protocol filteringdesired, if any. However, be careful to make sure there
are no contradictionsin the definitions of the protocol filteringversusthede¥ A y A 1t
tions of DHCR2 enablemant. Protocol filteringcannotbe implemented at all with
802.1xauthentication.

w QoS Cafiguration queues (for uplink and @ainfor downlink):
1t Real Time (and ts StrictWeight percentage, MIRand TTL (TA Y tBrrijeli
1t Near Rel- Tlime
1t Cantrolled Load
Tt Best Efort
w VolP queue,if applicable

Prepare Hlesfor the RADIUSSeavers

Prepare 3filesfor the authorization RADUSserver: Data Dictionay supplemaent, Clients and
Users definitions. The acounting RADUSserver only needsthe Data Dictionay supplement.
The examples below refer to freeradius.net server.
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» DataDictionary supplement:

Thisis a supplemento the standard RMIUSData Dictionay. This fle defines the ati NR& 1t
butesthat are used by the RADIUServer as configuration parametersfor the SUs. Add
this text to the end of the sstandad RADUSData Dictionary. An example supplement
looks asfollows:
# dictionary.radwin
#

#vendor id
VENDOR Radwin 4458

BEGIN- VENDORadwin
#Service category for translate between the number and its name

ATTRIBUTE = RADWIN_ServiceCategory 1 integer

VALUE RADWIN_ServiceCategory Residentiall 1

VALUE RADWIN_ServiceCategory Residential2 2

VALUE RADWIN_ServiceCategory Residential3 3

VALUE RADWIN_ServiceCategory Residential4 4

VALUE RADWIN_ServiceCategory Businessl 5
VALUE RADWIN_ServiceCategory Business2 6
VALUE RADWIN_ServiceCategory Business3 7
VALUE RADWIN_ServiceCategory Business4 8
#for cpe's serial number to check

ATTRIBUTE = RADWIN_SerialNumber 2 string

#cpe name return from Radius server

ATTRIBUTE RADWIN_Name 3 string

#cpe location return from Radius server

ATTRIBUTE  RADWIN_Location 4 string

#cpe vlan id return from Radius server

ATTRIBUTE  RADWIN_Vlan 5 integer

#is the cpe enable or disabled , if enable register or update id necessary otherwise

deregister if necessary

ATTRIBUTE = RADWIN_RegisterAvailability 6 integer
ATTRIBUTE = RADWIN_AccountingConnectivityCheck 21 string
VALUE RADWIN_RegisterAvailability Disable 0

VALUE RADWIN_RegisterAvailability Enable 1

AR R R R S R T R R R R
#New provisioning for Radius Authorization from release 5.1.30 ##H#H#H
HHHHH

#Mac Address:
ATTRIBUTE RADWIN_MacAddress 22 string

#ldentification Key:
ATTRIBUTE RADWIN_ldentificationKeyld 23 string

#Management IP:

ATTRIBUTE RADWIN_ManagementIP 24 string

ATTRIBUTE RADWIN_ManagementSubnetMask 25 string
ATTRIBUTE RADWIN_ManagementDefaultGateway 26 string

#NTP server:
ATTRIBUTE RADWIN_NTPServer 27 string
ATTRIBUTE RADWIN_NTPOffset 28 integer

#Syslog:
ATTRIBUTE RADWIN_SyslogServerlP 29 string
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#Trap destination addresses:

#First address:

ATTRIBUTE RADWIN_TraplP_1 30 string

ATTRIBUTE RADWIN_TrapPort_1 31 integer
ATTRIBUTE RADWIN_TrapSecurityMode_1 32 integer
VALUE RADWIN_TrapSecurityMode_1 SNMP_V1 1
VALUE RADWIN_TrapSecurityMode_1 SNMP_V3 3
ATTRIBUTE RADWIN_TrapV3_userName_1 33 string
ATTRIBUTE RADWIN_TrapV3_userPassword_1 34 string

#Second address:

ATTRIBUTE RADWIN_TraplP_2 35 string

ATTRIBUTE RADWIN_TrapPort_2 36 integer
ATTRIBUTE RADWIN_TrapSecurityMode_2 37 integer
VALUE RADWIN_TrapSecurityMode_2 SNMP_V1 1
VALUE RADWIN_TrapSecurityMode_2 SNMP_V3 3
ATTRIBUTE RADWIN_TrapV3_userName_2 38 string
ATTRIBUTE RADWIN_TrapV3_userPassword_2 39 string

#Third address:

ATTRIBUTE RADWIN_TraplP_3 40 string

ATTRIBUTE RADWIN_TrapPort_3 41 integer
ATTRIBUTE RADWIN_TrapSecurityMode_3 42 integer
VALUE RADWIN_TrapSecurityMode_3 SNMP_V1 1
VALUE RADWIN_TrapSecurityMode_3 SNMP_V3 3
ATTRIBUTE RADWIN_TrapV3_userName_3 43 string
ATTRIBUTE RADWIN_TrapV3_userPassword_3 44 string

#Contact info:
ATTRIBUTE RADWIN_Contactinfo 45 string

#Traffic VLAN:

#on\ off:

ATTRIBUTE RADWIN_TrafficVlan 46 integer
VALUE RADWIN_TrafficVlan Off 0

VALUE RADWIN_TrafficVlan On 1

#provider \tag:

ATTRIBUTE RADWIN_TrafficVlanType 47 integer
VALUE RADWIN_TrafficVlanType Provider 0
VALUE RADWIN_TrafficVlanType Tag 1

#provider:

ATTRIBUTE RADWIN_TrafficVlanProviderID 48 integer
ATTRIBUTE RADWIN_TrafficVlanProviderPriority 49 integer
ATTRIBUTE RADWIN_TrafficVlanProviderTPID 50 integer

ATTRIBUTE RADWIN_TVPPriority 49 integer
ATTRIBUTE RADWIN_TVPTPID 50 integer

VALUE RADWIN_TVPTPID 9100 0
VALUE RADWIN_TVPTPID 8100 1
VALUE RADWIN_TVPTPID 88A8 2

#tag:

#SU ingress Traffic:

#TVTI = Traffic Vlan Tag Ingress
ATTRIBUTE RADWIN_TVTITraffic 51 integer

#SU ingress Traffic:

#Transparent:

VALUE RADWIN_TVTITraffic Transparent O
#Tag:

VALUE RADWIN_TVTITraffic Tag 1
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#TVTI = Traffic Vlan Tag Ingress

ATTRIBUTE RADWIN_TVTITraffic 51 integer
ATTRIBUTE RADWIN_TVTITrafficTagld 52 integer
ATTRIBUTE RADWIN_TVTITrafficTagPriority 53 integer

#SU Egress Traffic:

#TVTET = Traffic Vlan Tag Egress Traffic
ATTRIBUTE RADWIN_TVTET 54 integer
VALUE RADWIN_TVTET Transparent 0
VALUE RADWIN_TVTET UntagAll 1
VALUE RADWIN_TVTET Filter 2

VALUE RADWIN_TVTET UntagFiltered 3

#SU Egress Traffic:

#Filter:

#TVTETF = Traffic Vlan Tag Egress Traffic Filter
ATTRIBUTE RADWIN_TVTETF_allowedVlanld_1 55 integer
ATTRIBUTE RADWIN_TVTETF_allowedVlanld_2 56 integer
ATTRIBUTE RADWIN_TVTETF_allowedVlanld_3 57 integer
ATTRIBUTE RADWIN_TVTETF_allowedVlanld_4 58 integer

#SU Egress Traffic:

#Untag Filtered:

#option 1.

#TVTETUF = Traffic Vlan Tag Egress Traffic Untag Filtered
#ATTRIBUTE RADWIN_TVTETUF _allowedVlanld_1 59 integer
#ATTRIBUTE RADWIN_TVTETUF _allowedVlanld_Untag_1 60 integer
#VALUE RADWIN_TVTETUF_allowedVlanld_Untag_1 Disabled 0
#VALUE RADWIN_TVTETUF _allowedVlanld_Untag_1 Enabled 1

#SU Egress Traffic:

#Untag Filtered:

#option 2:

#ATTRIBUTE RADWIN_TVTETUF _allowedVlanld_2 61 integer
#ATTRIBUTE RADWIN_TVTETUF_allowedVlanld_Untag_2 62 integer
#VALUE RADWIN_TVTETUF_allowedVlanld_Untag_2 Disabled 0
#VALUE RADWIN_TVTETUF_allowedVlanld_Untag_2 Enabled 1

#SU Egress Traffic:

#Untag Filtered:

#option 3:

#ATTRIBUTE RADWIN_TVTETUF _allowedVlanld_3 63 integer
#ATTRIBUTE RADWIN_TVTETUF_allowedVlanld_Untag_3 64 integer
#VALUE RADWIN_TVTETUF_allowedVlanld_Untag_3 Disabled 0
#VALUE RADWIN_TVTETUF _allowedVlanld_Untag_3 Enabled 1

#SU Egress Traffic:

#Untag Filtered:

#option 4.

#ATTRIBUTE RADWIN_TVTETUF _allowedVlanld_4 65 integer
#ATTRIBUTE RADWIN_TVTETUF _allowedVlanld_Untag_4 66 integer
#VALUE RADWIN_TVTETUF_allowedVlanld_Untag_4 Disabled 0
#VALUE RADWIN_TVTETUF_allowedVlanld_Untag_4 Enabled 1

# TVTETUF = Traffic Vlan Tag Egress Traffic Untag Filtered
#U = Untag

ATTRIBUTE RADWIN_TVTETUF_allowedVlanldl 59 integer
ATTRIBUTE RADWIN_TVTETUF allowedVianld_U1 60 integer
ATTRIBUTE RADWIN_TVTETUF_allowedVlanld2 61 integer
ATTRIBUTE RADWIN_TVTETUF allowedVlanid_U2 62 integer
ATTRIBUTE RADWIN_TVTETUF allowedVlanid3 63 integer
ATTRIBUTE RADWIN_TVTETUF _allowedVlanld_U3 64 integer
ATTRIBUTE RADWIN_TVTETUF allowedVlanld4 65 integer
ATTRIBUTE RADWIN_TVTETUF _allowedVianld_U4 66 integer
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# TVTETUF = Traffic Vlan Tag Egress Traffic Untag Filtered

# U = Untag

VALUE  RADWIN_TVTETUF_allowedVlanid_U1 Disabled 0
VALUE RADWIN_TVTETUF_allowedVlanld_U1 Enabled 1
VALUE  RADWIN_TVTETUF_allowedVlanld_U2 Disabled 0
VALUE  RADWIN_TVTETUF_allowedVlanld_U2 Enabled 1
VALUE  RADWIN_TVTETUF_allowedVlanld_U3 Disabled 0
VALUE  RADWIN_TVTETUF_allowedVlanld_U3 Enabled 1
VALUE  RADWIN_TVTETUF_allowedVlanid_U4 Disabled 0
VALUE  RADWIN_TVTETUF_allowedVlanid_U4 Enabled 1

HEHHHHHEH R R R

# User Permissions Profile, the attribute starts with fAnumbq
# collide with previous RADWIN RADIUS definitions for HSU Authorization
ATTRIBUTE RADWIN_UserProfile 10 integer

# Old profiles for Authentication in Telnet in GEN3 Release 4.2.84:

VALUE RADWIN_UserProfile ReadOnlyHbsReadOnlyHsu 1
VALUE RADWIN_UserProfile ReadWriteHbsReadWriteHsu 2
VALUE RADWIN_UserProfile ReadOnlyHbsReadWriteHsu 3

# New profiles for Authentication in SNMPv3 from Release 4.9.75:
VALUE RADWIN_UserProfile ObserverHbsObserverHsu 1
VALUE RADWIN_UserProfile AdminHbsAdminHsu 4

VALUE RADWIN_UserProfile InstallerHbslInstallerHsu 5

VALUE RADWIN_UserProfile OperatorHbsOperatorHsu 6
VALUE RADWIN_UserProfile OperatorHbsinstallerHsu 7

VALUE RADWIN_UserProfile ObserverHbsOperatorHsu 8

#ObserverHbsObserverHsu is identical to ReadOnlyHbsReadOnlyHsu

ATTRIBUTE RADWIN_SessionTimeout 11 integer

END VENDOR  Radwin

Theabove example showsthat the firgt attribute isin the SeviceCategory. Following
that definition is a It of the SeviceCategories. In thiscase, Sevice@tegory 1 is called
oResidentiall€, SeviceGtegory 2 is called dResidential2€, etc. Thesetermsmust be
used precisely as shown here - whenyou setthe service categories. In the dictionary
above 8 service categoriegre listed however, there are 32 service categories.

Aline with the# characterabove the attributegrovidesa short description about the
attributes or a group of attributes

» Usersdefinitions (for authorization RADUSserver only)

TheUsersfile (usas.conf) definesthe list of SUSor thissedor. Each SUserialnumberis
listed. Save thisfile in the samelocaion as theData Dictionay file.

E? Althoughthe Usersfile hasthe definitions of the SUsjt does not determinewhich

== SUbelongsto whichHBS TheHBS tred to connectwith any available Us.

Anexample of aUsersfile appears as follows.
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#HH SETUP 10. 112.5.200 - Jigdx ##Ht#

radiu sCleartex t-Password := "ra dius", RADWIN_Se ialNumb er

RADWN Service Category = 1,
RADWN _Name = "Name4.4",
RADWN Location = "Loc 4.4",
RADWN Vlan = 44,

RADWN Registe rAvailab ility =

1

radiu sCleartex t-Password := "ra dius", RADWIN_Se ialNumb er

The above examplerefers to release < 5.1.30

RADWN Service Category = 2,
RADWN_Name = " Name4.3",
RADWN Location = "Loc 4.3",
RADWN Vlan = 33,

RADWN Registe rAvailab ility =

1

== "VERIFI2X5K LXY444"

== "VERIF2X5KL XY2221"

The frat SUhas a serial numbeof VERIF2X5KLXY447Zhisis a uniqueS/Nnumberfor

this specific SUn release <5.1.30, the S/N is the only identification key opfitis

unit has a SeviceGtegory oF §awhichtranshtesinto dResidenii A -afcandingto the

G4t an$Laaionisa [ 2 On dilléppdary R &

Data Dictionary above. ltsnameA a

assuch inthe WebUI. It has adate VLAND 44, and the registratiorand service for
this SU is approved and active

The seond SUhas a seriahumberof VERIFI2X5KLXY222 SgviceGtegory oF &4 H
which transhktesinto éResidential2¢, its namesa b I 438 and LocationA & G §i2 On ®o
has adataVLAND 33andthe registration and service for this SU is approved and
active

#Alpha with key ID Alphasd

radius

Cleartext-Password := "radius", RADWIN_IdentificationKeyId == "Alpha64” |

RADWIN_ServiceCategory = 5,

RADWIN Name = "Alpha_IP_64",

RADWIN_Location = "PSLab",

RADWIN_Vlan = 0,
RADWIN ManagementIP = "20.0.0.64",

RADWIN_ ManagementSubnetMask = "255.255.0.0",

RADWIN_ManagementDefaultGateway = "20.0.0.200",

RADWIN NTPServer = "19Z.168.Z223.37",

RADWIN NTPOffzet = 120,

RADWIN_ SyslogServerIP = "192.168.221.%0",

RADWIN TrapIP 1 = "192.168.2Z21.50",

RADWIN TrapPert_1 = 162,

RADWIN_ TrapSecurityMode_1 = 3,

RADWIN_ TrapV3_uszerName_1 = "admin",
RADWIN_TrapV3_userPassword_l = "12345678",

RADWIN TrapIP Z = "192.168.221.91",
RADWIN_TrapPort_2 = 163,

RADWIN_TrapSecurityMods_2 = 1,

RADWIN_TrapIP 3 = "192.168.221.92",

RADWIN_TrapPort_3 = 65535, —

RADWIN_TrapSecurityMode_3 = 3,

RADWIN_ TrapV3_userName_3 = "Administrator"”,

RADWIN_TrapV3_userPassword_3 = "Administrater”,

RADWIN_ ContactInfo = "Yaron +97237654321",

RADWIN TrafficVlan = 1,

RADWIN_ TrafficVlanType = 1,
RADWIN TVTITraffic = 1,

RADWIN_TVTITrafficTagId = 1005,
RADWIN_TVTITrafficTagPriority = 3,

RADWIN_TVTET = 2,

RADWIN_TVTETF_allowedVlanId_1 = 100,

R)\EININ_TVTETE‘_allOWed‘Jlan:[d:2 = zZoo,
RADWIN_TVTETF allowedvlanId_3 = 300,

RADWIN_TVTETF_allowedVlanId_4 = 400,

YT YY YY Y Y YY XYY Y Y YY YY YY YY YYYY YYYYYY ¥YY Y r+

RADWIN_RegisterAvailability = 1

5U customer ID = Alphag4

Service category index=5

Mame = Alpha _IP_64

Location = PSlab

VLAN TAG (prerelease 5.1.30). From release 5.1.30 should be only zero
Management IP address = 20.0.0.64

Management Subnet mask =255.255.0.0
Management default gateway = 20.0.0.200

NTP server IP address = 192 168.223.37

NTP offset =120

Syslog server IP address = 192.168.221.90

1st Trap destination IP address = 152.168.221.90
1st Trap destination port= 162

1st Trap destination SNMP V mode = SNMPv3

1st Trap destination SMMPv3 username = admin
1st Trap destination SNMPv3 password = 12345678
2nd Trap destination IP address = 192.168.221.81
2nd Trap destination port= 163

2nd Trap destination SNMP V mode = SNMPvl

3rd Trap destination IP address = 192.168.221.52
3rd Trap destination port= 65535

3rd Trap destination SNMP V mode = SNMPv3
3rdTrap destination SNMPv3 username = Administrator
3" Trap destination SNMPv3 password = Administrator
Contact = Yar7654321on +5723

VLAN = Enable

WVLAN type =Tag

WLAN Ingress = Tag

VLAN TAG ID = 1005

WLAN TAG priority =3

WVLAM Egress = Filter

Allowed VLAN 1D 1 =100

Allowed VLAN 1D 1= 200

Allowed VLAN 1D 1 =300

Allowed VLAN 1D 1 =400

Service for this SU = Active

Theabove examplerefers to release 5.1.30 and above
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The explanation for eadhttribute is written in red.
In this examplethe SU identification ketype is Customer IDT heusernameadiusand
passwordadiusas configured in the HBS (server access setting)

SU idenitication key can be also bg MAC address or S/N.
Examplet{! ARSYGAFAOIGA2Y {S@&
#radius CleartexPassword = "radius”, RADWIN_MacAddress
Examplez{ ! ARSYGAFAOIGAZ2Y {S@&

Aa GKS {1 Qa
=="00:15:67:f6:a6:b1"
Aa GKS {1 Qa

#radiusCleartextPassword := "radius", RADWIN_SerialNumber ==

"P149301200300168"

Note  message.

» Clientsdefinitions (RADUSserver)

- If you add SU40 the sedor, make sure you update the Usersfile on the RADUS
e server, otherwisethe HBS Wl not register them, and you will see an error

Each HBS is a radius client and should be defisedclienin the radius serveSetthe IP

addressaandsecret keyfor each HBS ithe radiusclient file(clients.conf)

client 20.0.0.130/24 {

secret = radius
shorthame = RadwidMSector
}

In the example abové¢he IP address of the HBS is 20.0.0.130, the secret passwailis
The short name is a description of the HBS just for informafdrdefinesa list of HBS

clients in the subne?0.0.0.130/24

Configuringthe RADUSAuthorization option
i

Selecthe HBSglickthe Gonfigure icon (L
Authorization.

Enable RADIUS Service authorization

Authorization server settings:
Services

20.0.0.154 1812

RADIUS Authorization 0000 1812

Server access settings:

radius eeee

Service activation confirmation required

Enable service activation from customer site

CustomeriD v «

Name =

Enable Authorization Accounting

check connectivity

Service Categories...

RADIUS Server polling rate: 10 ®) Minutes

Cancel

Hours
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To enablethe RADUSauthorization mode,checkEnable RADUSService authorization.

Authorization server sttings: Thisshows a Igt of the available RADUSservers, their 1P
addresses, their connectionPorts (thisis usually 1812pand their $atuses (Check
Connectiviy, Testing, or Conneted), in addition to aconfiguration button and tashbutton.

Click theconfiguration button (5033) to open the RADUSserver parametersdialog tox.

RADIUS Server

IP Address: 127.0.0.1
Port: 1812
Number of Retries: 1
Timeout (sec):

Secret:

Confirm Secret:

Cancel

IP Address. Enter the IPAddress of the RADIUSserver here
Port: Enter the communication port to which theHBSconneds (usially 1812)
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E? Althoughyou can usethe samelPfor the different functionsof the RADIUSserver,

=== youmust still use adifferent port for each function.

Numberof Rdries: If the first attempt at edablishing aconnectionwith the RADIUServer
was unsucessful, carry out thisnumber of retriesbefore movingon to the next available
RADIUSserver.

Timeout: If there isno responsefrom the RADIUServer after this many seconds,
disconnect. Amessagewill appear indicaing thissituation.

Secret: Secet passwordof the RADIUSserver.
ClickSave to have your changestake effect.

CheckComectivity: Thisbutton will appear onceyou enter the connectivity parameters of

the RADUSserver. Click thisoutton to test the connectivityof the specific RARISserver. Its
status will change to Testing, and if the connedtion is sucessfulada / 2y y SOG A @A G @
4dz00Saa¢ YS a irhesoSnedivityftelt miistibi d8ckedsill for this RADIUS

feature to work.

Server AcessSettings: Enter the usernameand password that the RADIUSserversuseto
identify and verify the SU (usergredential Theseare the users (SU) credential thtae
HBSsends in theaccess requesijueryto the radius server for each SU.

Service Gitegories:

Click thigoutton to openthe dialogbox where you define the Service Categories.

Service Categories

Uplink/Downlink

Category Name Resource Type Resource:
esources

Maximum Information Rate Mbps Filtering

Residentiall BE (] Unlimited No Filtering

[] Unlimited

Residential2 3 [] Unlimited No Filtering
[] Unlimited

Residential3 8 imit No Filtering

Residential4 3 it No Filtering

Business1 Unlimited No Filtering
Unlimited

Business2 ] No Filtering

Business3 imit: No Filtering

Business4 it No Filtering

Cancel

Figure 24: SeviceCaegories
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Category Name: The nanesof the categories here shouldbe the samenamesasthose in the
Data Dictionay supplemaeit.

Define the other parametersaccordingto the valuesthat are required for this service
categoryand click OK.

TheQoS Cofiguration quewes ae acessed by clickingthe configuration button (53333) from
the SeviceCategoriesdialogbox. Thefollowing sceenappears:

Strict / Weight % Maximum Information Rate Mbps

T o 0 Unlimited

ﬁ‘ ST ! = C [ Unlimited
oice Over

i} O Unlimited
‘O Unlimited

0 0 Unlimited
O 0 Unlimited

TO Unlimited
‘O Unlimited

Total Uplink
Total Downlink

Set the various Qualityof Seviceparameters(includingVolP, if needed), and click
OK.

TheSUgeceive their sevice charaderisticsin acordancewith the definition of
the Service Category (here) and the SeviceCategay to whichthey were assigred
based on thefiles in theauthorization RADIUServer. In the radius server, only
the service category index numberg@R) is set for the&SU The HB& assigred
to service category parameters according to the service category indeisit
from the server.

However, if you manuallycharge any of theseparameters (via Services 7» Q0S
Canfiguration or Sevicet RQoSCafiguration from the SU&menu),the new
values you have set will remain,eventhough theydo not correspondto those in
any defined Sevice Category in the RADIUSserver.

If you charge the assigred SeviceCategay of suchan SUusingthe filesin the
authorization RADIUSserver, then thenext time the HBSeceivesupdated
information from the authorization RADIUSserver, it will charge these
parametersto correspondto thoseof the new Service Category as setin the
RADIUServer.

Name and Location parametegalues also do not changwen if they changed
in the radius serveilt only deregister the SU and resync update them.

Radius server polling ratefhe time in minutesr hoursthat the HBS periodically
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sends anaccess requesjueryto the radius server to chedke status and the
informationfor each SUIf there is any change the status or the configuratiothe HBS
updatesthe SUaccordingly Todisable theperiodicalquery to the radius server, set the
value to zero.

Service Activation Confirmation Required: When this featuras enabled, then the
HBSsend access requestio each SU manuallyf thisis not enabéd, the HBScan
register the SUs ints setor via the radius servaxithout further action.

Note - When using WINTouch+ fire SU alignment, this feature must be enahled
Otherwise the SUWwill immediately register to the HBS before the alignmisnt
completed.

Thisoption isuseful if, for instance atechnicianisinstallingan U, and it isnot quite
readyto be activated.
To confirm the installation from the SUside, do he following:

From the main windbw of the WebUI, clickon thethree vertical dots rext to the SU
for whichyou want to confirm the serviceactivation.

Available SU's +

6.29-P10_3X

Thenclickon the Authorize / Updateicon (lodslike a globe):

] 6.29-P10_3X

m T AD

Enable service activation from customer sit&/henthis featureisenabled, then

the user can locally access the web interface of the SU and remotely ask the HBS to
send access request to server. When this feature is enableduthorize /

I LJR | biit®® appeas underthe Diagnostie> RSS monitanenuin the SU web
interface.When using WINTouch+ for SU alignméra)so enablsthe user to

send access requestipo the server.

Diagnostics

RSS Monitor
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NASIdentifier: If the authorization accounting was enabled, then each time the HBS
authorizesan SUin its setor, it repartsthisfactto the accounting RADUSserver.
Thereport is based on eitherthe DeviceNameof the SUor the DeviceLocdion,
accordingto your selection in hee.

The NAZdentifier Canvention chosen here will also tvange the NASdentifier
— Gonvention for the 802.1x Authentication option, eventhoughthe RADIUSserver
usedhere and in the802.1xAuthenticaion option are not necessaily the same
server.

Note

EnableAuthorizaion Accounting: If thisis erabled, then each time the HBS
authorizesan SUin its setor, it reportsthisfactto an acounting RADIUSserver.

Define at least one accounting server here by clickingthe configuration button (@),
opening theRADUSserver parametersdialog ox, and entering the parameters.

The authorzation RADUSserver and the accounting RADIUSserver can be either
the sameor two different servers.

Cick Save to have your chargestake effect.

Quality Detection

Thisoption allows you to configure the HBS 0 sendanindication whenlink quality degades.
There are three parameters, evaluated perf A y 1 Uddir). { 1
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BLQ BaselineLink QualityValue that the throughput[Mbps] of the link shouldhave.
Canfigured at the SU for the uplink and downlink searately.

Th Detection Threshold: Apercentage of the BaselineLink Qualitybelowwhichthe link
quality is considered to bedegaded. Canfigured at the HBS(If BLQ is 100Mbps, and
TH is 25%, the alarm will be issued when the throughput is bésops)

tF Detection Seconds’: Timethat the degadation must persist (Th)before anindication
is issed. Stting this parameter to an appropriate value can prevent the system
from reacting to brief peaks (or valleys)of link qualityvalue (throughput)change
that do not disturb link functionality. Gnfigured at the HBS

Thraugkpu:l
BLQ ! ! )
L p——p——— = — \ | | {.t I.-"‘ N f I
.IIII I III |II II
I'.J ] 1
Th H . / I
: "--._\_ B e EE-"" II
I i W
-
| I [ 5
(™ [ ame
I EE I
| L]
t t+LE

Figure 25: QualityDeectionparameters

In Figure 1 57 QualityDetectionparameters, the blue linerepresentstherel £ md A Y S
throughputvalue of the link.

@ The userhas setthe baseline link qualityf{BLQ) and theindication
thresholdvalue(Th).At time t, the signal throughputof the link
deaeasesbelow this threshold. Thiscausesthe system to start a clockto
measure the persistenceof the low throughputcondition.

@ From thetimet to the time t +tF (Detection Seonds),the low
throughputcondition persisted. An indication of link degadation is then
issted.
@ The userhastaken whatever measures neeessaryto rectify the link

degadation, andthe signalrecowers. At that point, anindicaion isissted
that the link quality cegradation condition no longer exigts.

@ For alink quality degadation that lastsfor a shoter period of time than
tF (Detection Seonds),no indication is issed.

Cafigure Quality @tection asfollows:

1. Thisis caled & L gation Thea K 2 (THig theRADWIN Manager
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2. Thisis caled & L gafoA TiY' S &F) in theRADWIN Manager

SUside
1. Slect the SU.

3. ClickServicest BualityDetection.
4. EnableQualityDetectionby clickingtis switchto On.

Quality Detection
[ On
Services BaseLine Link Quality
Uplink (Mbps D
0 0

Current Link Quality
Uplink: 0 Mbps Downlink: 0 Mbps

Quality Detection

Cancel “

5. Slect the Baselinelink Qudlity for the uplink and for the downlinkin megl T@® A
per second (Mbps). They do not have to bethe same.

6. You cansetthis value fromthe curmrent throughputvalue (shownas Curent Link
Quiality)by clickingSe from Curent.

7. ClickSave.

HBSside

1. Slectthe HBS.

Click theCanfiguration icon ().

ClickSavicest § v d2tdctiorii &
EnableQualityDetectionby clickingtis switchto On.

a r N

Slect the Detection Threshold(Th) inpercent value, relative to the baselinelink
quality value.

Select the Detection Secondstime (tF).
7. Clicksave.

o
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Hub Configurations

@  Quality Detection

Detection Threshold

Services
25 L

Detection Seconds

60 seC

Quality Detection

Self Registered SU

The user can set the HBS to accept SUs &elieegistered This option is very useful when thser
wantsto be able to register an SU by themselves from the installation site, without the need to ask
another person to connect to the BS to register the SU.

The user can set default settings for a geljistered SUAny SU that will be selegistered, will receive
the default settings when it registers.

The default settings include:

1 QOS settings
1 VLAN settings

After the selfregistration is successfahd service is establishethe user can enter th8U
configuration via theBSweb-ui, and further customize the settings of the SU.

The following figures show th®&elfregistration settings screen in the BS \Wéb
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Self Registered sU @ Enabled
QoS

Services Enabled «

Maximum Information Rate

Queue Strict / Weight % Mbps

N 1T D 15
Real Time 0 Unlimited
Active i s 0 Unlimited

e Bl T o
Near Real Time Unlimited

Self Registered SU Active 10 Unlimited

T 0
Controlled Load Unlimited
Active i D Unlimited

L 0
Best Effort Unlimited
Active 4 D Unlimited

Total Uplink
Total Downlink

VLAN

Best Effort Unlimited

Services Active Unlimited

Total Uplink
Total Downlink

VLAN
@ _ on
Self Registered SU
(@) Provider () Tag
iy —

VLANID
2

VLAN Priority
0

Once the selfegistration is enabled in the B®&d the SU is synchronized to the BSye¢dorm the self
registration from the SU device, user needs to conteeallythe SU webJI (IP address of the Sdhd
LINS&da (KS o0 dasdhdwh indhe fRydd belond NE
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= s 2 e M)

Name_10.122.22.2

Active Unregistered

su

Q

No matching results were found roduct Nam
RWS000/SU-Pro/SHOO/FS8/Nigeria/INT

1P:10.122.222 Sector ID Band Channel BW requency Fustooess
Locaton:Locaton_ 10122222
Mocde: PTMP 122_Setup 57255875 GHzETSI @ 10 MHz 5820 GHz s
5.1.42_b0011_Jul 30 2022
@B su HBS i wwverso
3100
RSS cs
<hainy 46 52 P14980I500X00148
mm— mm—
Chain2 49 49
001567632820
Tput e 0.0 peak 0.0 peak ast Powes Up
31/07/2022,040300
HBS
Rate 65us  IXQPSK12 10w 65usss  IXQPSK1/2 10wk
Namel
Ethernet o
LANT ™ 0 RX 0 X 0 xo [ '

 sddress and Mack
10.103.122.10/255.255.255.0

500 500

_25 SelfregisteredSU modesupported bySUsan BestHfort mode. In order to

configure CIR, user must configure it after the SU is registered
Note

A Selfregistered{ ! Y2 RS YR wl RAdza I dziKSYGAOFGA2Y
Selfregistered mode is enabled, the Radius authentication will be disabled.

QJ

Note

2.3.6. Tx& Antenna

w Chamesmade here may affect link qualityand, in the caseof antennatype, causearert

sync.
w Changing th@ntennatype for an SJ will causearetsyncto that site only.

w For R dzkafrier units, you can make changes for each carrier independently of each
other, and if aretsyncoccus, it occusfor only the seleded carrier.

w If you make any changes, clickSave to have them take effect.
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HBSexcept MultiSedor)

HBS Configurations
- Carrier 1 Carrier 2
.
AT Antenna Connediion Type: (Dul- tartier
e shown: Sigle
B 1900 e carrierunitsdo not
show the carriers
in theheading)

Max EIRP
47 dBm

Antenna Connection Type:
Tx & Antenna 3 =
(@) External () Integrated

Antenna Type
Dual ~

| -

SD&; Software Defined Sector (Jet DUO only)

1 InJet DUO you can set the sector beamwidth fromUithe

1 You can select between the following beamwidth values:
0 90 degrees (default)
0 60 degrees
0 45degrees

1 The selected beamwidth will apply to both carriers
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HBS Configurations

Carrier 1 Carrier 2

Antenna Connection &

enn
-
-
-
-
-
L
L
.
L
-
.

Lancel

1 The SDS feature allows to have up to 8 seabone site, with frequency reuse @or each
carrier)for exceptionally efficient spectrum use for very dense deployment environme&hts
capability increases the site capacity by up to douihout increasing the used frequency

360 degree site witleight45 degree
sectors with frequency reuse 2

360 degree site witlsix60 degree sectors,
with frequency reuse 2

360degree site witHour 90 degree
sectors, with frequency reuse 2

Partial deployment of SDS sectarith
frequency reuse ds also an optioms
long as the number of sectors is even

&P P®

HBS MultiSeior Integrated

w You can make changesfor each carrier independently of each other. Cranges made here
may affect link qualityand, in the caseof antennatype, causea retsyncfor the sele¢ed
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carrier.

Tx & Antenna

Tx & Antenna

Carrier 1 Carrier 2
T Power (Per radio)
15dBm

Required Tx Power (Per radio

15 dBm

Antenna Name
Antenna Type

Port Mode

Antenna Gain
Beamwidth
Azimuth (0 to 359)
Cable Loss

EIRP

Carrier 1 Carrier2
Tx Power (Per radio)
15 dBm

Required Tx Power (Per radio)

15 dBm

Antenna Name
Antenna Type

Port Mode

Antenna Gain
Beamwidth
Azimuth (0 to 359)
Cable Loss

EIRP

Tx Power (System)

18dBm

Carrier Max EIRP
38dBm

Tx Power (System)

18dBm

Carrier Max EIRP

38dBm

Integrated Antenna

Antl

dB

dBm

Cancel

Integrated Antenna

Ant3

Cancel

External Antenna

Ant2

Slave v

Connected v

Connected v

dBi

External Antenna
Ant4

Slave v
Connected v
Connected v

dBi

Changing thentennatype for an U will causearersyncto that site onl.
If you make any changes, clickSave to have them take effect.

Carrier 1: Graphic
of MultiSecor
antennais black

Carier 2: Graphic
of MultiSecor
antennais blue

w SelectCarrierl or Carrier 2 to seethe parametersfor the specificcarrier.
w You canchange the required Tx Power, which will be applied for the whole unit.
w For each carrier, there are two antennas, each with its unique nameCarrier 1 has Atl
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and Ant2, and Carrier 2 has Mmit3 and Ait4.
w AntennaType shouldappear as Master for the integrated antenna.

w Forthe externalantenna, it canappear as None Exernal, or Shve. The gaphicshows
the status of the antenna(s).Thecolors stow whichsideof the MultiSecor the
antennaresides atindthe seleded carrier. For more details about thisconnection
schemesee theRADWIN 5000Installation Guide.

w None:Noexternalor supplemaental ﬂ— Active antenna
antennais used whatsoever. The o’

MultiSedor basestation onlyis A
shown from above. s

w Exernal: Anexternal,3" party
antennaisused. TheMultiSecor
base station is shown from above as
well asa gaphicof anexternal
antenna.

w Shve: The MultiSedor basestation
and theMultiSedor antenna are
shown from above.

w Port Mode appearsfor each polarization: Horizontal (H) andvertical (V):
Conneted: A DCrgrounded antennais conneded properlyto the indicated port.
Termination: A propertermination plug isconneded to theindicated port.

Not conneded: Nothing isconneded to the port, aplug,or anantenna without a DCrt
ground connectionattached to the port.

Port Mode is an idication field. That is, it does not charge the actual
port mode.
e Bven if an antennawithout a DCrgroundis conneded, traffic may still
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be flowing.

Antennagain: Make sure thisis appropriate for the specificantennabeingused.
Beamwidth: Enter the beamwidth of the antennabeingused.

Azimuth:Enter the azimuthof the antennabeingused.

CableLoss: M&e sure you enter the correct cableloss.

EIRPSowsthe final calculated antenna Tx power, takingall the parameter Qvaluesinto
consideation.

€ € e € €

= Beamwidth, Azimuth,and CablelLoss &e for information purposes
only, and do not chage the actualparameter value.

Note

HBS MultiSetor Connetorized

w You can make changesfor each carrier independently of each other. Cranges made here
may affect link qualityand in thecase of antennatype, causea retsyncfor the seleted
carrier.

w If you make any changes, clickSave to have them take effect.

Carrier 1 Carrier 2

Tx & Antenna

QISITICITIS
CICK X X°)

x Power (Perradio) ~ Tx Power (System) Required Tx Power (Per radio) ~ Carrier Max EIRP
13dBm 16 dBm 13 dBm 36dBm

Antenna 1 Antenna 2

Antenna Name antenna_1 antenna_2

Antenna Type
VCon nection Type
Port Mode connected v
connected v

Antenna Gain 19.0

Beamwidth (0 to 360)
Azimuth (0 to 359)

Cable Loss

90

0

0.0

EIRP 35

w SelectCarrierl or Carrier 2 to seethe parametersfor the specificcarrier.
w You canchange the required Tx Power, which will be applied for the whole unit.

w For each carrier, there are two antennas, each with its uniqgue nameCarrier 1 has
Antennal and Atenna?2, andCarrier2 has Antenna3 and Atenna4. Nde that the
indications on the graphicare the sameasthoseon theunit itsef.

w AntennaType shouldappear as Dual.
Connectionilype should apgar as Exernal.
w Port Mode appearsfor each polarization: Horizontal (H) andvertical (V):

€

Conneted: A DCrgrounded antennais conneded properlyto the indicated port.
Termination: A propertermination plug isconneded to the indicated port.
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Not conneded: Nothing isconneded to the port, aplug,or anantennawithout a DCrt
ground connectionattached to the port.

Carrier 1 Carrier 2

Tx & Antenna
'x Power (Per radio) Tx Power (System) Required Tx Power (Per radio)  Carrier Max EIRP

13dBm 16dBm 13 dBm 36 dBm

Antenna 1 Antenna 2

Antenna Name antenna_1 antenna_2

Antenna Type

Connection Type

Port Mode H connected v

V connected v

Antenna Gain 19.0 dB

Beamwidth (0 to 360) 90

Azimuth (0 to 359) 0

Cable Loss 0.0

EIRP 35

w SelectCarrierl or Carrier 2 to seethe parametersfor the specificcarrier.
w You canchange the required Tx Power, which will be applied for the whole unit.

w For each carrier, there are two antennas, each with its unique nameCarrier 1 has Atl
and Ant2, and Carrier 2 has Ant3 and Ant4.

w AntennaType shouldappear as Dual.

w Connectionlype should apgar as Exernal.
w Port Mode appearsfor each polarization: Horizontal (H) andvertical (V):

Conneted: A DCrgrounded antennais conneded properlyto the indicated port.
Termination: A propertermination plug isconneded to theindicated port.

Not conneded: Nothing isconneded to the port, a plug, or anantenna without a DCrt
ground connectionattached to the port.

port mode.
Bven if an antennawith a DCrtr@undis conneded, traffic may still be
flowing.

} Port Mode is an idication field. That is, it does not charge the actual

Antennagain: Make sure thisis appropriate for the specificantennabeingused.
Beamwidth: Enter the beamwidth of the antennabeingused.

Azimuth:Enter the azimuthof the antennabeingused.

CableLoss: M&e sure you enter the correct cableloss.

€ € ¢

€
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w EIRPSlowsthe final calculated antennaTx power, takingall the parameter Qvaluesinto
consideation.

Beamwidth, Azimuth,and CablelLoss ee for information purposes
- only, and do not chage the actualparameter value.
Note

:2 If you change the Tx Power, it will be applied to the whole unit (both carriers).
Note

Antennagain: Make sure this is appropriate for the specificantennabeingused.
Beamwidth: Enter the beamwidth of the antennabeingused.

Azimuth:Enter the azimuthof the antennabeingused.

CableLoss: M&e sure you enter the correct cableloss.

EIRPShavsthe final calculated antenna Tx power, taking all the parameter Qvaluesinto
consideation.

€ € e € €

Port Modeis an indicaion field. That is, it dees not change the actualport mode.
- Bven if anantennawith a DCrtr@undis conneded, traffic may still be flowing.

Note  Beamwidth, Azimuh, and Cabld_oss &e for information purposesonly, and do
not change the actualparameter value.

In dualcarrier units, configure these parametersper carrier.
ly” & Acgfridrfurditst theseparameters are configured for the whole sedor.

If you are acaessingan SWlirectly, only theRadio option is available, and it ismore limited
than theoption for the HBS See€Air Interface for adesaiption.

If you are acessingan SWlirectly, options hee are very different. SeeAir Interface.
Radio (HBSoption)

Sedcor ID:Setthe Setor ID hae. Thevaluewit f rcolakeSto allregistered SUs. It
will bed LB&d@zL &y newlyinstalled andregistered SUs.

To seethe resuks of the most recent Spectrum san (see Spectrun), click the

1l
Spectum icon (Lp ).

Automatic ChanneSelectionWe recommend you do this only at configuration time.
Onceyou are finished with any charges, clickSave.

Channel selectionptions differ dependingon the specificproduct you are working
with (JBTT BO 3/5 GHz; JHTT BO 5GHz , NEO, NEO DUQ, and MultiSetor:, ETAIR/
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PRO (5GHz), JET RO (3.5GHz):

JHTT BO 3/5 GHz:
w The initialoperating channelfor the 3.x andfor the 5.x carrier are shown.

w Selectthe channel bandwidtHor each carrier in turn, independently.

w To change the operating channel,select a newfrequencyfromthe list below. The
larger the channel bandwidthyou have chasen, the fewer frequences are avaif 1t
able.

w You can choosedAutomatic/ K1 yy St { S twhichiahogsyhéunitid / { 0
dynamcally selectthe best frequencyto work with. You canallow theunit to

choosebetweentwo or more frequences (you must choose at least two frS |j dzSy m
cieswhenworkingwith ACS).

Carrier 1 Carrier 2

Air interface
Sector ID
Radio 1238 Laboratory

ATPC

Channel Bandwidth Operating Channel .|||1,|

CIR/BE Resource 20~ 5.805

Advanced
Automatic Channel Selection Select All |

Change band
5.740 5.745 5.750 5.755

5.760 5.765 5.770 5.775
5.780 5.785 5.790 5.795
5.800 5.805 5.810 5815
5.820 5.825 5.830 5.835

Figure H 81 JHTDUO 3/5 GHz Carrierl (5.x band)

Carrier 1 Carrier 2

Air Interface
Sector ID
Radio nmsl abptmp200
ATPC
.|\||.|

CIR/BE Resource 2 Spectrum

Advanced

Automatic Channel Selection Select All | Clear All
Change Band

3.661 3662 3.663 3.664
3.665 3.666 3.667 3.668
3.669 3670 3.671 3.672
3673 3674 3.675 3676
3677 3678 3.679 3.680
3.681 3.682 3.683 3.684

Cancel

Figure H 71 JHTDUO 3/5 GHz Carrier2 (3.x band)
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JHTDUO 5GHz NEO, NEO DUO, and MultiSedor:
w The initialoperating channelfor both carriersare shown.

w Selectthe channel bandwidtHor each carrier in turn, independently.

w To change the operating channel,select a newfrequencyfromthe list. The lager
the channel bandwidttyou have chosenthe fewer frequences are available.

w You can choosetAutomatic/ K| yy St { S fwhichlahagsyhéunittd / { 0 =
dynamtcally selectthe best frequencyto work with. You canallow theunit to
choosebetweentwo or more frequences (you must choose at least two frS |j dzSy m
cieswhenworkingwith ACS).

w Thesystem ensures that there are no conflicts betweencarriers. You are limited in
choosing thesame(or very nearby)frequengesfor both carriers. Thisworks as folrt
lows:

Tt The opeating channelyou have chosenon Carier X is nted.
1t The channel bandwidtiiou have chosenon Carier X is néed.

Tt Channels tht are koo cloa S($ee Proximity Table) to the operatTt
ing channebf Carier Xare tagged on the other carrier (Carrer Y), acordingly:

>  |fachannelon CarrierYistaggedblue,thenif you choosethat channebn Carrier Y thisindicatesthat
the correspondinghannelon CarrierX can be changedto allow thischanneko bechosenon Carrier
Y. Thiss becausethere are other channelsaailable on Girrier X.You can chooseany of the blue
tagged channelsn CarrierY (to become the new operating channelon Carrier Y) but note that once
you clickSave, the operatingchannelon Garrier X midnt change.

> Ifachannelon Cirier Yistaggedred, the sysemwill not usethat channelevenif you placeda
checkmark there. Thisis becauseit would conflict with the operating channelon ChanneX.

For example:

w Theoperating channelof Carier 2is5.530GHzand its ChanneBandwidthis also
20MHz.

w The opeating channelof Carrierl is 5.480GHzand the Channel Bandwidth 20
MHz.

Acacordingto the proximity table (SeeProximity Table), the channelsof the two
carriersmust have a sgaration of 30MHz.

1t Carrier2:

>  Asaresultof the conditionsabove, channelsof Carrier2 from5.475GHz to 5.505G Hz are tagged (e,
5.480GH  BOMFz).

> InCarrierl several channelsare chosensoit ispossibleor the operatingchanneto be movedto one
of thesetherefore, the channelghat are taggedin Carrier 2 are taggedblue. Thisindicatesthat if you
choose one omoare channelof thesebluechannelsin Carrier2, it ispossiblehat the operating
channel of Carrierl will be pushedaside.
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Carrier 1 Carrier 2
Air Interface

Radio

Sector ID
LIVEi_10.107.5.70

Channel Bandwidth Operating Channel .||||.|

5.530 GHz Spectrum

[[] Automatic Channel Selection Select All|Clear All (;

[Js475 []5480 []5485  []549%
[J5495 []5500 []5505 []5510

(05515 []s520  []5525 5530
[]5535 []5540 []5545  []5550

(05555  []5560 []5565  []5570
(15575 []5580  []5585  []5.59

Cancel

Figure H 81 JHTDUO 3/5 GHZAAGHzAand MultiSedor: Carrier2
1t Carrierl:

> Similary, channelsof Carrierl from 5.520GHz to 5.540GHzare tagged (ie, 5.530GH

bk T

> InCarrier 2, onlyone channeis chosen(5.530 GHz)so itis not possibleto switchto 5.520GHDr

5.540GHpbn Carrierl, becausethesewouldinterfere with 5.530GHz on Carrier2. Thaefore, these

onali oo

channelsare taggedred,indicaingthat evenif you chooseoneor more, it istheywill not be sele¢ed

asthe operation channelof Carrierl.

Carrier 1 Carrier 2
Air Interface

Radio

Sector ID
LIVEi_10.107.5.70

Channel Bandwidth Operating Channel .||“,]

5.480 GH: Spectrum

] Aut tic Channel Selection Select All|Clear All (7

5.480 5.500 5.520 5.540
5560 []s5580  []5660  []5680
5.700

Cancel

Figure H 91 JHTDUO 3/5 GHAGHzand MultiSector: Carrierl
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Tabt S1: Rrorimity Table

Interferer BW
5 (10 |20 |40 |80
5 10 |10 |15 (25 |45
10 |10 |15 (20 |30 |50
20 15 (20 |30 |40 |90
40 |25 (30 (40 |60 |90
80 (45 |50 |90 (90 120

Victim
BW

Thetable above shows thetemporal separation required between
operating channelsof the two carriers,accordingto the bandwidthof the
carriers. For example, if one carrier (the driterferere Basa bandwidthof
40MHz and the other (the VA O (i hay & bandwidthof SOMHz the
separation betweenthe two operating channels mst be at least 90MHz
(eg.5.480GHand 5.39@Hz).

JETAIR/PRO (5GH)

w The initialoperating channel is shown.

w To change the operating channel,select a newfrequencyfromthe list below. The
larger the channel bandwidtlyou have chosen, the fewer frequences are avaif 1t
able.

w You can chooseAutomatic/ K yy St { S fwhichlahagsyhéunittd / { 0 =
dynamcally selecthe best frequencyto work with. You canallow theunit to
choosebetweentwo or more frequences (you must chocse at least two frS Ij dzS y 1t
cieswhenworkingwith ACS).

Air Interface
Sector ID

Radio nmsl abptmp200
ATPC

CIR/BE Resource éoﬂv N
Advanced

[] Automatic Channel SelectionSelect All | Clear All
Change Band

| 5.740 745 [ ]5.75 ] 5.755

J

[ 5.760 5.765 []5775

[ 5780

| O
>
3
O

8

NATEBL (I
o
[y
(VI

[] 5:800
[]5820

J |

FigureH 11 METAIR/ PRO (5 GHZ)
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JETPRO (3.5 GHz)
w Selecthe channel bandwidth.

w The initialoperating channel is shown.

w To change the operating channel,select a newfrequencyfrom the pullrdown
menu bebw dOperating Channed.

w Sihcethisisad K Ared B f dzirddecytée disancebetweeneach chamel is 250
kHz,no matter what channel bandwidttwas chosen.

wdutomatic/ Kl yy St {ASlish@avallalgTdr thiéproduct.

ector ID
Setu p106_Single

Air Interface
Radio
ATPC
CIR/BE Resource
Advanced

Change Band
3503.25

3503.50

3503.75

Can(el “

Figure H 11 MEMBRO (3.5 GH2z)

w If you make any changes, clickSave for themto take effed.

ATPC

TheAutomatic HSUTransmitPower Cantrol enabkesthe HBSo optimize the transmitpower
of all SUsn the sector for the seleded carrier. This is dondy configuring thedesired RSS
(radio signal strength) threshold level. TheHBShen tunesthe transmissiorpower of the SUs
to give thisRSSvalue.

w Mode:SelectDisabéd, Satic, or Dynamic fom the pullrdown menu.
1t Disabéd: Disabtsthe ATPCoption

1t Satic: Instructsthe HBSo find an gtimal transmitRSSvaluefor the SUs. The
HBS therlocks on to thispower value and daes not chaige it until this
configuration option is changd.

1t Dynamicinstructsthe HBS o find an optimal transmitRSSvalue for the SUs.
The HBSVill charge this power value from time to time whenneeded.
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w RSS Treshold:Thedesired RSSdvel, which theHBSefersto in orderto tunethe transrt
mission paever of the SJs. Thebed power level dependson the radio plan, but is also
influenced by your choiceof Channel Bandwidth.

CIR/BEResource

If the sector you are workingwith, has acombination of AR (Canmitted Information Rate)
andBeg Hfort SUsthis option allows you to setwhat percentage of the sedor resourcesare
allocated to CIR uris and what percentage are allocated to BE unis.

Click theUserecommended settingsradio button to st the CIR/Eest Hfort toy &’z TTH /E: @

Carrier 1 Carrier 2

@) Use recommended settings

Air interface - .
Customize CIR/BE resource allocation

Radio

CIR BE
ATPC % 20%

CIR/BE Resource i 9

Best effort only

If you wish to customize the settings,do thefollowing:

w If you have only BEUnNits, check the Bes Hfort only box. Thigslike seting the CIRBegt
Hfort Ratio to 0.094100.0%f you have at least one ARunit, thisbox is disaldd.
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Carrier 1

") Use recommended settings

Air interface - 3
@) Customize CIR/BE resource allocation

Radio

CIR BE
0% 100%
50 100 0 50

ATPC

CIR/BE Resource
Best effort only

‘ Cancel ‘ “

w If you have only AQRunits, nove the sliderto the far right, and get 100%for AR.Thisis
the most efficient useof resourcesfor a setor with only CIR urts.

You can setthis before any fixed SUs ae registered, and if you choose100%of one kindor
another, you will be limited whenregisteringthe SUg 0 that resourcetype.

Whenyou register a specificSU,you choosewhat percentage of the specificresourcetype
(CIRor BE)to allocate to this SU.

Carrier 1 Carrier 2

) Use recommended settings

®) Customize CIR/BE resource allocation
Radio

CIR BE
90% 10%
50— 100 0 e 50

ATPC

CIR/BE Resource
[[] Best effort only

‘ Concel “

Clicksave to have your chargestake effect.

ChangeBand

Changing theband in useis always carried out at the sedor level, each carrier by itsef.
1. Make sure you are logged in to the basestation as Irstaller.

2. For single worldvide PN products (Jet Air, Jet Air DUO), pleas&Csaagecountry and
band forworld-wide products

3. Fom thedSelect aband fromthe lisELJdzf f TR2 6y YSydzz &St SO

list depends on gur regulabry envionment.
4. (Choose the waoking channel bandwidth andperating channel.
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5. Clicksave. A message will appear cautioningyou that all the devices will bereset.
Note that thisappliesto both carrierseven if you are only changing théandfor
oneof the carriers.

& Whenchanginga frequencyband for one carrier, both carrierswill be reset.

Caution

=2$ Note: the DFS ton indicatesvhich products tave DFS erabled.

Note

6. ClickYesto continue.
7. ClickOK. Asedor resetfollows.

HBS Configurations X
- Installation Country Carrier1 Carrier 2
Select a band from the list
Air Interface 5.465-5.730 GHz Universal v
- Channel Bandwidth Operating Channel
- Automatic Channel Selection Select All|Clear All (i)
Change Band
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—)¢ You can see the regulation limitation of the band by pressing the info button
- near the channel in the band selection box
Note =

X

The following table contains the maximum alowed
power by regulation for this band.

CBW (MHz) EIRP Tx Power

27 21

30 24

30 24

30 24

* Power at the edge of the band might be towered
to comply to out-of-band mask requiments.

You may alsoadd newBandsby clicking Add Bandshere are several provisosto this:
w Additional Bads must be availablefor your hardware
w Suchadditional Bandsnust be availablewithin the framework of your local regulations
To obtain andinstall additi onal bands:

1. Make a list of ODUserialnumbersfor all HBSsand all SUso receive additional
bands.The list should bea smpletext file with one serial number pdine. (The
serial numbes are located on the stickerson the ODUs.)

2. ClickAddBands An irstruction panel is dispayed.

Band

Serial Number

Adding Bands

The Serial numbers od your devices are shown in the Serials section.
To Add further bands:

1.Press the Copy button

2.Click the URL link button to navigate to the License Key Site.
3.Paste (Control V) the serial numbers in te indicated field.
4Fill out the required details.

License Key site URL:

Theserialnumbersdisplbyed relate to the radiosin the sedor. ClickCqy to copy the
numbersto the clipboad.

3. Thisstep appliesonly ifyouhaveaR R A (i A 2 sfalletl unitgy 1T A Y

Before proceedingto Sep 2 in theinstruction panel,make your own list of the serial
numbers of the unitsyou have in a plaintext editor. If the serial numbesare in the
list, selectyour list and copy it allto the clipboad. Otherwise, append theclipboad
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contentsto your list. Selecthe whole It and save it to the clipboad.

4. Nowcary out steps2to 4in the instruction panel. Sep 2 will take you to aWeb
page.

This generator can be used for expanding the available bands of an ODU to additional bands supported by the ODU
hardware. Different products have different expansion bands available, please consult the Release Notes document or
our Professional Services for more information. Note: The regulatory rulings of certain regions prohibit adding certain
bands. Where this is applicable, the License Generator will prevent adding these prohibited bands.

Fill out the form helow to generate your License Key. After submitting the form you will receive an email with the new License Key.
License Key generation is per serial number, you may enter several serial numbers. Required fields are marked with *. The
Reference field is for your own records The License Key is supporied from releases 2. 450 and 1.9.12

To use it you should login as Installer.

Personal details

End-User Full Name:* Company:®
Address® Phone:*

End-User Email Address:” Confirm Email.”
Reference: Enter Code (9193)°
Link details

Required Band:* 2.3 GHz Universa A Serial Numbers:*
Installation Country:* Flease Salect. .. v

5. Hll out the requested detailsin the Web page. ClickGet Key to terminate the dialog
box.

6. Theresulsof your reques will be displayed with further instructions.

Ma. Serial Status

1 PET540E000AQ0000 Serial Found
2 PINS&0I500A00005 Serial Found
3 FPIME20IS00A00004 Serial Found
4 PINSE0IS00A00003 Serial Found

You will receive an automated email during the next few minutes. If it does not arrive, please check that it was not caught by your
junk/spam filter,

Afew minuteslater, you shouldreceive an emal containinga list of license
keys.

7. Copy andPaste the license keysinto a plaintext file and save it to asafe known
place.
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You may see error messaesin the Satus Column, such as Band not
suppoted or Seriainot found. Suppoted bandstypically reflect your local
regulations.Chek missing serial numbes withthe RADWINCustomer
Sevice.

|%,I

Note

8. Openthe Operationste Licengswindow. Chesk the LicenseFile button and
navigate to thefile you saved in thelast step.

9. ClickActivate. Thenext time you enter the Chang Bandgab, the new bandswill be
available.

Changecountry andband forworld-wide products

Forworld-wide products (Jet Air, Jet Air DYGhe allowed frequency bands and transmission
restrictions are derived from the regulation that applies to thstallationcountry. The SU
NBEOSAOPSE (GKS 2LISNIGAY3 o6FyR YR OKIFIyySt FTNRY
setting. SeéVorldwide single PN producter additional explanation regarding country and

regulation detection.

T ¢KS O2dzy Gt NB a S ilksfahtioh countrgP R & ESfiRIFNI>RIE &
interface->change band a4 ONB Sy @
HBS Configurations X

Installation Country Carrier 1 Carrier 2

- Country ¥
Air Interface uniry

Italy

Change Band

Add bands Cancel

1 When theHBSdetects a GNSS signal, it determines the country and derives the applicable
regulation from that country.
o In this casethe GPS icon near the country displays normal GPS reception, and
the county selection is disabled for the usé&xample:
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©

Country

Italy

o Once the country has been detected once, it is remembered byHBS
regardless of losing GNSS signal afterwards, or of any reboots.

1 If a GNSS signal is not detected dutitBSooot, the GPS icon near the countlisplaysna y 2
Dt {state, andmanual country selection is possibExample:

Country

)
Italy « }b"

o If HBShas been activated already, the previously detected / set country will
continue to be appliedand service will resume after the device boot with no
need for user intervention.

1 In order tomanually change the country when there is no GPS recepti
= after boot, you must first deactivate the carriers.

Note

o Ifthecarriershavey Qi & SG 0SSy Ifisiisalgdtacdhiiranddza SNJ Y d
then afrequencybandin the ChangeBand
screento allow entering the band activation @ Carrier 1
wizard¢ KS | L gAft aKz2g | Band Selection Required y a. |
aSt SOGA2y NBIjdzANBRE d S ‘
in the main screen.

HBS will automatically update the country to the one detected from

GNSS. If you configureccauntry / band that now becomes not

supported in the updated country, thdBSwill cease transmission until

you select a permittedband. KS ! L gAff akK2g I y20A
seledl A2y NBIjdzA NERé dzy RSNJ G4 KS (GahdNNR S NJ
AdadzS ty WwORIAROGISHAZY NBA&YF 0§ OKE dzy G A f
in the Change Bandcreen

Therefore, always make sure you select the correct country in order to

avoid working in nofpermitted bands and to avoid having the service
interrupted due to contradiction between the manually selected band

and the automaticalhdetected regulation.

} After manual country selection, when GNSS signal is detected again, the

T
A

:

Advarnced

This optionallows you to configure the ThroughputMode and enalte Automatic Carrer
Switching.

ThroughputMode: This aétermineshow the Adgptive Modulation mechanisnmworks.
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w MaximumThroughput(default) shouldbe chosenif throughputis more important than
higher deay.

w Optimized Latencyminimizes delay at the expenseof lower throughput.

EnableAutomatic CarrierSwnitching:Placea checknarkhereto enable atomatic carrier
switching.lt is eroughto enablethis on oneof the carriers.

A Carier Switch occus acordingto someor all of these criteria: Radar, SpectrumlLine
Quality, or Utilization (SeeCarrierSnitchfor detalled descriptionsof these crieria). You can
enable this feature to take into account on any one, some, or all of these crieriaby placinga
checkmak next to the specificcriterion.Note that thisfeaure isonly relevant for sysems
with two carriersof simlar bands, and ndfor the MultiSec¢or Base $ation.

(SeeCarrierSwvitchfor more information).

Carrier 1

Air Interface

(*“"(('I “

Clicksave to have your chargestake effect.

Thiscategory enabksyou to charge the IPaddress, subnet mask and gateway of the seleded
device,set its DNSserver, configure the management VLAN, set trap dedinations, change the
management protocol and its authentication mode,add aSyslog sever, add or remove user
definitions, and configure a RADIUSuserauthenticaion seaver.

Network

Configure management IP address

You may configure alink for IPv4, IPv6,0r both. Usingboth IPversionsis useful in conjunction
with applicaions that do not fully supporiPv6.

1. Choosewhat type of IPaddressto enter (IPv4]Pv6,0r both).
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IPwd -

IPva

P Address
10.103.15123

Management
& Subnet Mask

255 35 A
Network 2552552550 £

Diefault Gateway
10.103.151.201 :10.0.0.0
Vlan

& _on

|

ik

Here, we chooseboth, and enter the IPvb6addresses:

IPv4 1P Version
IPv4 + IPV6
IPv6

IPv4 + IPv6 1Pva 1Pv6
S IP Address IP Address
10.104.60230 205:104:60:230
IP Address

Subnet Mask Subnet Prefix Length
10.104.60.230 255.255.255.0 64
Default Gateway Default Gateway
10.104.60.201 205:104:60:201

Cancel ‘ “

2. Enter the appropriatelP addressor addresses, including the
SubnetMask andDeault Gateway (for IPv4, and/or the
SubnetPrefix Length and Default Gatay (for IPvH.

3. Clicksave

4. If you changedany values, you will see warningmessa@
that adevice resetwvill be done.Toconfirm, clickOK

Configure managemen¥LAN

Canfigure themanagement VIAN here. To configure a VIAN for traffic, See VLAN

Themanagement VLANenabksthe separation of usertraffic from management traffic
whenever suchseparation is required.
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To enableVLANfor management:
1. Chek ONin the VLANcheckbox
2. Enrter a VLAND. ltsvalue should bebetween2 and 4094.

After enteringthe VLAND, only packetswith the specfified VIAN ID ae processed
for management purposes by the HBS/3J. Thisincludes all theprotocols suppoted
by theradio (ICMR, SNMR Telnet and NTP)UsingVLANor management traffic
affedsall types of mamnagement connections(local, network and over the air).

3. Enter a Prioritynumber ketweenOand 7.

The VLANriority is ugd for the traffic sent fromthe radio to the managing
computer.

4. Chang theVLAND and Priorityf the managingcomputer NICto be the same as
thoseof steps2 and 3respectiely.

5. Clicksave.

Lost or forgotten VLANID or IP Address(Base Station)

If the VLAN ID or IPaddressof the unit isforgatten, you can carry out the steps
shown belowto restore the values.

w St the NICof the managing computer to a static IPaddress,usingan appropriate
Subnetvalue. Record this subnetvalue (for eg.192.168.3.100)
w Open acommandline interface,and type
ARP -s xxx.yyy.zzz .www 00- 15- 67- 8D- 5F- FF
Where XXX.yyy.zzzwww isan IPaddressappropriate for the NICQ subret value.

00m Bt 1t BEFisaunigue RADWIN MACaddress, and must beentered asris.

Note that assoon asyou enter this command you have 3 minutes to change whatever needs
to bechanged onthe unit, sodo the next few steps quickly:

w Enter the command:

pi Ng XXX.Y YY.ZZZW WW

Youwill seesevaal timeout messayes. Wait until yousesabou 3 or 4 of them.
w Enter the command:

ARP -d xxX .yyy.zzz .www
w Open aweb browser, and enter Xxx.yyy.zzzwww

Youwill seethe welcome messaje of RADWIN 5000
w Enter the usernameand password and clickLogin.

w From themain window, follow the instructionsas shown in thisdocument to
either change the IPaddressor record the IP address.Dothe samewith the VLAN
ID, if relevant.

Note that during this 3-minute window, there isno VLIANtaggingfor managemenpackets
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Trap Destinations

All traps are saved at each locaion you define.

Management

Trap Destination

‘ Add new ‘

To set a new trap destination:
1. ClickAddnew.

2. In thewindow that appears, enter the Trap Degdination IP Address,Port, and Security
Model (NMPv1or v3).If choosing SNM#23, enter the Usernameand password.
ThelPaddresscan bethe sameas themanagingcomputer. Theevents logwill be
stored at the addressgs) chosen.

New Trap Destination

3. Onceyou are finished, clickSave to have your changes take effed.
To charge (edit or delete) atrap destination:

1. To delegea trapdestination, click thetrashicon () on thesameline as thelP
address.

2. To edit a destination, click theconfiguration icon (@) on the sameline as thelP
address.

3. In thewindow that appears,updatethe parametersyou wishto change (Trap
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Dedination IPAddress,Port, and/ or Securiy Model). Ifchoosing SNM#3, enter the
usernameand password. The IPaddresscan bethe sameas themanagingcomputer.
Theeventslog will be stored at the addressgs) chosen.

4. Onceyou are finished, clickSave to have your changestake effed.

Pratocol

You can setthe management protocol aswell as theauthentication mode.

System
Services

Tx & Antenna
Air Interface

Management
Network

VLAN

Web Interface HTTP HTTPS

Trap Destination
Protocol
Syslog Server

Users

RADIUS User
Authentication

Hub Site Sync

Inventory

Cancel
Nomadic

SNMP
SNMPsupportis permanently enabkd. You may choose betweenSNMPVISNMPv3r both.

You can leave the default authentication modefor SNMPv3 as MD5(message digeg
algorithm), or charge it to SHA1(secue hash aborithm).

If you wish to usethe RADIUSUser Authenticaion, your SNMPprotocol must
bev3only.

Web Interface
w Theunit canbe configured for HTTR, HTTPS or both. To do this, place a atkmarkin
the box next to the protocol you want from the Web Interfaceline.

w Thenext time you logon to theunit@Web Interface,use theprotocol you chosehere.
w Anadminusermust belogged in with HTTFSto make chargesin uses.

If you wishto usethe RADUSUser Authenticaion, the Web Interface can onlybe
HTTPS

Once you are finished, click Save to have any charges take effect.
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SSH
Turn SSH CLI on or off

For a list of supported CLI commands, See appendix

SyslogSaver

Thisallowsyou to enter the IPaddressof a Syslog server to whichthe specificradio unit sends
Syslog messayes. Thisis configured perindividual unit.

Management

Syslog Server

w Enterthe IPAddress of the Syslog server. If you wishto change it, clickClea and remt
enter the text. It could bethe IPaddress of the managingcomputer. TheSyslog events
will be stored at the address chaen.

Once you are finished, click Save to have your chargestake effect.

Users

Here, anadmin usercan define usersandassign thento a prer étined category. Theadmin
usermust belogged in using HTPSOnceyou define a use, that personcanuse the
usemame andpassword to log in.

User Name
observer observer

Management admin admin

installer installer

operator operator
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Possble user profiles are as follows:

Profile Default Password | Function
observer netobserver Read Only

. Can install and configure the sedor but cannot
operator netpublic

change the frequency bandregulation.

Functionsas Operator in addition to beingableto
change the operating frequencyandfrequency
band /regulation antennagainandcableloss.
Only aningtallercan change the antennagain
andcableloss.

Functionsas Operator in addition to beingableto
change new uses. PrS tefited users cannotbe
Admin netwireless changed. Can charge the operating frequency
andfrequency band/regulationandenhancethe
securitymode.

Installer netinstaller

To add or edit a use, you must be logged in via secte HTTRP,

Do thisby making ste that HTTPS is seléed (from a seleted HBS,clickthe
Cafigure icon, thenfrom Management 1t Brotdcols, selectthe HTTPS bx).
Then, log in using thesamelP addressas before, but add https.// before its
address.

New use':
ClickAdd new, and theNew User window will open.

Change Password

Enter a convenient namefor the new user.
Choosethe profile for this user. Theprofile determineswhat the usercanand cannot do.
Sd the password for this use, and confirm it.

ClickSave to have your changestake effed.

I N N

. You will seethe newuserin the Userslist.
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Hlit user:

Click theconfiguration icon (@), and theHdit User window will open.

Edit User

Line_Technician

Operator +

Change the name, if needed.

Change the profile, if needed. This éttermineswhat the usercanandcannotdo.

w N e

Sd the password for this user and confirm it. Thismust be done nomatter what action you
take here.

»

ClickSave to have your changestake effed.
5. You will seethe edited userin the Userslist.

Remove user:
You cannotremove the prem élined use's.

1. Clickon thetrashicon (@) to remove the use.

2. Theuse will beremoved from the Userslist.

RADIUS User Authentication (HBS only)

You must be logged in usingSNMPvandviaHTTP Sfor this option to be available
(SeeSNMP).

This optionenabks you to setlists of individualsand IPaddressesthat are permitted to
manage radio units. The Ists consist of a user/permissons Ist (whichuses a RDIUSserver),
an acesscontrol list for IPaddresses,or yourog Yy  dedi€éiwhich does not use a RADS
server.

— )¢ ThisRADUSoption isused to authenticate management accessto the radiosin the
= sedor. It isnot used to authorize the various SUradiosin the sedor. That RADUS
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option isdesciibed elsewhee (See RADIU&uthorization).

RADIU3Jser Authentication ¢ Operation

This optionuses parameters stored on both theHBSand theRADUSserver as follows:
HBSbased parameters:

» Aligt of IPaddresses from which mang@ement acaessis permitted is stored on the
HBES Thee are two lists:

TA RADUST @sed Authentication Cantrol List (ACL)
TAY 2 yARIWST @ed dWhite Listé
»  SNMPcommunity definition is defined and stored in the HBS.
» The HBS hen appliesthis information to each SUin turn.
RADUSServertbased parameters:

» Username,password anda permissiondist are stored in a RADIUSserver. Thislist isin
addition to - and independentf - the IPaddresslists stored in the HBS.

» Whenloggingon, theHBS queas theRADUSserver for this information.

1  TheNMPcommunitymay bedifferent for the SUsdepending on gur system configuration

RADWIN5000Configuration Guidéor the Web Ul 77



RADIUS Server

Admin User s
o 7
/ £, A
&7 Users List
&/ /
/ g/
< v/

/
/

L /
P Addresses: IP Addresses:

|
White List Access Control List

Figure 212: RADIUSAuthentication set up

CwstomerPreparations

1. You must supply a severthat operatesthe RADUSprotocol. Make sure you have:
w The IPaddressof the RADIUServer.
w The portof the RADIUSserver to which theHBS md connect.
w The Sexet of the RADUSserver.

2. Preparethe following parametersfor the RADUSserver:

a. User profile definitions. Theseare usuall, but not always, confined to the following
definitions:
T HBSReaR @nly, 3J ReaR @nly
Tt HBSReaR Write, SUReadW\rite
T HBSReaR @nly, U ReaR Write
b. Permitted use's. Each one must have:

1t Username

1t Password

1t Timeout value (in seconds)
1t User profile choice

3. Prepare a list of IPaddresses for the Access Control List (ACL)This wil be a list of
IPaddresses from which maragement acaessto the HBSis permitted. Thislist is

RADWINS5000Configuration Guidéor the Web Ul 78



stored on the HBSput works only when a RADIWs®rver is conneded, and whenthe
RADIU&uthentication mode is eabled.

4. Preparead ¢ felsté of IPaddresses. Thiswill bealist of IPaddressesfrom which
management acessto the HBS is perrtiied. This Igt is stored on the HBSand is
independent of a RADJSserver, althoughit works onlywhen RADIUS authasticaion
mode is emabled.

Prepare Filesfor the RADIUServer
Prepare two files for the RADUSserver: Data Dictionary supplemeat and Users definitions.
Data Dictionarysupplement:

Thisis a supplemento the standard RMIUSData Dictionay. This fle defines the user
profiles. Add thistext to the end of the sandad RADIU®ata Dictionar. An example
supplement looks as follows:

#vendor id
VENDOR RADWIN 4458

BEGIN- VENDOR RADWIN

# User Permissions  Profile, the attribute starts wth Anwmr 60=1A
# order not to collide with previous RADWN RADIUS defin itions for HSU
# Authori zation

ATTRIBUTE RADWN UserProfi 1e 10 in t eger

VALUE RADAIN_User Profile ObserverH bsObserv erHsu 1
VALUE RADAIN_User Profile AdminHbsAdminHsu 4

VALUE RADAIN_User Profile I nstaller  Hbslnsta | lerHsu 5
VALUE RADAIN_User Profile OperatorH bsOperat orHsu 6
VALUE RADAIN_User Profile OperatorH bsinstal |erHsu 7
VALUE RADAIN_User Profile (bserverH bsOperat orHsu 8

#Cbserver HbsObser verHsu is identic al to ReadOnlyHb sReadOnl yHsu
ATTRIBUTE RADWN SessionTi meout 11 integer

END- VENDORRADWIN

Theabove example showsthat the UserProfile is defined as attribute &10g, to differentirt
ate it from other attributes defined in thisfile.

w The frst profile definition is called & &ithe second profile definition iscalled & §
the third iséb¢, and soon.

Users definitions

TheUsersfile (usas.conf) definesthe list of userswho are allowed to acessthis sector
(HBS), what userprofile each one has,and a timeoutvalue (in seconds)after which
acessis dened. Anexampleappears asfollows:
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# User Name = SectionHe ad, Password = SunBoss 3 65, Read- Write
# permi ssions HBS and HSU, Timeout 24h

Sectio nHead Cle artext - Password := 0SunBoss_365 0
RADWIN_User Profile =4

RADWIN_SessionTime out = 86400

# User Name = LocalTech, Password = Moon_Crater, Read-Only permi ssions
# HBS, Read-Write permi ssions HSU, Timeout 1h

LocalT ech Clear text - Password := fiMoon_Crater 0

RADWIN_User Profile =1

RADAIN_Sessi onTimeout = 3600

The above exampleshows that there are two userswith the following user
names: Sectionldad, and LaalTech.

Sectionkad has apassword = SunBoss_365

His userprofift S  &ndeanidghe has read and write acessto all radios (aaording
to thedefinition of userprofile 4 in thedictionary exampleshown alove).

His timeoutvalueis 86,400seconds, meaningthat he has 2n 1 K g&cdz=é$irom the
time of his log on. Nte that the userwill be automatically rert | dzifi ¢at&d before
thistimeout expires.

LocalTechhas apassword =Moon_Qater

His user profile is@ &meaninghe hasreaR 1t 2 adssto all radios (acordingto the
definition of userprofile 1 in thedictionary exampe shown alove).

Histimeout value is 3600seconds,meaningthat he has 11t K 2Zadad3from the time
of his logon.
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Radius user authentication Configuration

Selectthe HBS then fom the Management option, select RADIU®Jser Authentication.

Enable RADIUS Users Authentication

Authentication server settings:

IP Address Port
0.0.00 1812

0.0.00 1812

Management NAS identifier
Name ¥

Access Control List\"' White Access List\!

IP Address Subnet Mask
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

RADIUS User 0.0.00 0.0.0.0

Authentication
0.0.00 0.0.0.0

0.0.0.0 0.0.0.0

To enablethe RADUSauthenticaion mode,checkEnable RADUSUsers Authentication.

options, you will be reminded that you must run the connectivitycheck to enable
the RADIU®Jser Authentication option. Theconnectivity check button appears
only after you have entered the connectivity information for the RADUSserver.

} Any time you enter this configuration page, or whenyou enable one of the
Not

Authorization server settings: Thisshows a Igt of the available RADUSservers, their 1P
addresses, their connectionPorts (thisis usually 1812xand their Satuses (Check
Connectiviy, Tegting, or Conneted), in addition to aconfiguration button and trashbutton.

Click theconfiguration button (£53) to open the RADUSserver parametersdialog lox.
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RADIUS Server

IP Address: 127.0.0.1

Port: 1812

Number of Retries: 1

Timeout (sec):

Secret:

Confirm Secret:

Cancel

IP Address. Enter the IPAddress of the RADIUSserver here.
Port: Enter the communication port to which theHBSconneds (usially 1812).

Althoughyou canuse thesamelPfor the different functionsof the RADIUS
server, you must sill use a diferent port for each function.

Numberof Redries: If the first attempt at edablishing aconnectionwith the
RADIUServer was unsucessful, carry out thisnumber of retries before
movingon to the next available RADIUSserver.

Timeout: If there is no responsefrom the RADIUServer after this many
seconds,disconnect. Amessagewill appear indicéting thissituation.

Secret: Secet of the RADIUSserver.
ClickSave to have your changestake effect.

NASIdentifier: If the AcaessControl List was enabkd, then each time the HBS
authenticatesa use;, it reportsthis fact to the authorization RADIUServer. The
report is based on either the DeviceNameof the HBSor the DevicelLaocation,
accordingto your selection in hee.

The NA3Xdentifier Canvention chosen here will also tvange the NASdentifier
= Gonvention for the 802.1x Authentication option, eventhoughthe RADIUSserver
here and that wasused in the802.1xAuthentication option are not neessaily
the sameserver.

Note

EnableAcessCatrol List: If thisis erabled, then only usesacassingthe system
fromthe IPaddressesin thelist canaccaessthe HBS.

AcaessCmtrol List

This is adt of IPaddresses from which acessto the HBSis permitted.

This It is applcableonly if both theErable RADIUSUsers Authentication and the
Enable AcessCatrol List box have checkmarksin them.
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White AcaessList

This is a$t of IPaddressesfrom which acessto the HBSis permitted.

Although theHBS des not quey the RADIUServer for authentication for this list,
thislist is neverthelessapplicable onlyif the Erable RADIUSUsers Authenticaion
box has a checiknarkin it.

w Each itemin each of theselists slows an IPaddress and submet mask.

w To chang or add an temto each of theselists, click the configuration button (@)
to open the RADIUSserver parametersdialogbox. In thisbox, you can only
chang the IPaddressand theSubnet Maskof the AcessCatrol List item or the
White AcessList item:

RADIUS Server

IP Address: 10.107.4.201

Subnet Mask: 255.255.255.0

w The athorization RADIUServer and theauthentication RADIUSever can be
either the same or two different servers.

w ClickSave to have your changestake effect.

Advanced

Enable / Disable maintenance without IP (indirect)

This optionenablesto perform SWupgrade or backupo SU devices via the Bfthout usingthe IP
addressof the SUs, meaning without having IP connection to the local IP address of tH@SUdz R2 y Qi
use SWupgrade or backupvithout IP, orwishto disable IP forwarding, disable this option.
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Enable/Disable Maintenance without IP (Indirect)

@ | FEnabled

Management

2.3.9. HubSte Sync(HBSonly)

If there are coribcated radio units with your HBS they caninterfere with each other. TheHub
Ste Synchronization (HSS feature prevents this.

To enableHub Sie Synchronization, clickOn.
Seethe Hub Sie S/nchronkation Applcation Nde for more details.

Operation
Hub Sync Client - Continue Tx

Synchronizatio

n
Synchronized

Operational State
Hub Sync Client - Continue Tx ~

Transmission Phase
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This shavs theidentifi caion information for the sele¢ed unit: productversion, hardware
version and softvare version,MACaddress,serialnumber, aggregate capacity, the present
temperature inside theunit, the unit@power consumption supported encryptionand
hardware motel typeand if the Dying Gasp feature is active.

Note you cannotseethe IPaddresshere. Go to Configue 1t flanagement 1t §etwork to see
the IPaddressof the selected unit.

HBS Configurations X

;Q\VSO(.)O HBS-MS-PRO/SPGS5/F54/UNI/128/INT - RW-5PG5-9154
v

S\ YIBO,DOOZ 1_Jan 22022

60 1567‘9( 3cdé

1’195;3‘01(100:\00109

Inventory

1500 Mbps
General ¥

Dying Gasp
DyingGasp feature (supported in SPro only) If the unit was shut down dueto a power
outage, a signal is g# indicating that the reason for the syncloss isa power outage at the
RTt. o | {at!loét théipkwer. Note the following:

> The Dyingzaspsignal is sat fromRTit . 60 | {aye @DUdr{Client site) units onl,.
The signal is natert from Rt ! &SI (Mager ODUor HUB site) units and is indiated as being
not active.

> You must usean appropriate PoEfor the RTit . 0 1ufiitjfob the DyingGasp feature to work.
ThePoEvoltage must be >=55 V. If the PoEvoltageentered to the unitislower than ®V (such
as 24V POE units voltage degraded over the capl®ying Gaswill be inactive

310U

5.1.10_b0017_May 9 2021

00:15:67:67:06:23

ULCVERIF10106106

DyingGasp on RTTA(HBS):
not relevant

500 Mbps .
NA

Not active- supported only on the SU end
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Product
RW2000/0DU/Alpha/F54/UNI/EXT/500M - RW-2954-62C5

HW Versior
0

é’ v")LO;lV:"OOOF)_:‘v\ar 252021 Dyl ng Gasmn R‘I’TB(H S U) :

Inventory MAC Addr

00:15:67:ed:12:a3 active
General R

Serial Number

P20480EC00S00142

Aggregate Capacity
500 Mbps

N/A

Dying Gasp
Active

0

5.1.10_b0009_Mar 25 2021 DylngGasmn R‘I’TB(HSU):
00156700123 Inactive: LowPoEvoltage

Inventory

General :
rial Number
P20480EC00S00142
ggregate Capacity
500 Mbps
N/A
ying Gasg
Inactive

> Feature supported only wheAC (of AC PoE) or DC (on DC PoE) input
disconnectedsince it based also dnternal capacitance of PoEs

> Feature supported on PtP and PtMtP (up to 16 CPESs)

Eachnomadic SUsallocated to oneof four HBSdvelslabelled A, B, Cand D. Some
operating parametersfor each level (suchas VLANMIR,QoS,resources, fixed rate, Joatial
Multiplexing/ Diversity antennamode) can be different for each level allowingfor broad
prioritization of service betweendifferent types of nomadic units. Thisrequiresthat each
nomadic SJ be assigred a kvelto join a setor.

A nomadic SU may only send andeceive servicetraffic while stationary. Anomadic SU
detectsthat it istime to seekanotherHBS upomsyncloss.Upon enteringand stoppingin a
new sedor, it may take several secondsto establishsyncwith the sedor HBS.

E? Changinghe VLANMIR,QoS fixed rate, or Spatial Multiplexing/Diversity antenna

e mode for one configured SJ at a gven level charges all otrer SUsat that level.
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If you add a rew SUto a setor (by direct connection)at a gven level, at synctime, it will
acquire the existing parametersfor that level.

To configure nomadic HUs,you must set up a vitualor & LJt | O1& K dshétr@dic from
the HBS. Thiprocessis effectively cregisteringé the placeholder SU. Themccessareal SU
(eitherdirectlyor via theHBS)and define it as nomadic. This is donger carrier.

To configure a placeholdemomadic SU:
1. Selecthe HBS

2. Click theCanfiguration icon (- ).
3. SelectRegister Nomadic from Nomadic.
4. Click theCarier for whichyou want to add placeholder noradic SUs.

Carrier 1

Nomadic

Register Nomadic

D 0 0

Remaining DL / UL Resources :

ca n(el n

5. Choosehe level at which to add the placeholdemomadic SUJ. On that line, setthe
numberof placeholder urtsto becreated under Add SUs. Note you canonly have
up to 10 Alevel units, but you canhave up to 64B, C and Dlevelunits.

6. Set the Resourcesto beused perunit, in theDownlink (DL) andiplink (UL)
directions, in pecentage units. Alevel units must have at least 10%of the
resourcesin each direction.

Note the remainingDL/ULresources. When it reaches 0, you cannot add any more
placeholdemunits. Note ¢ as Nomadic requires DL & UL resource allocation,
b2YlI RA O suppbided lyy SiAir or SU in BE mode.

Example:In thefigure below, we are adding 2level A units, each of whichtakesup
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Level Current SU's Add SU's Resources DL [%)] Resources UL [%]

[0-9 [1-45) 1-45)

2 10 10

Remaining DL / UL Resources :

10%of the resources (total 20%)and 10 Level B units, each of whichtakesup 1%of
the resources (total 10%. Thetotal resourcestaken up is theefore 30%,and the
RemainingDL/ULResources are 70%.

We clickSave, then look at the main window of the GUI,where we can seemany
placeholder noradic $Js have beenadded:

®
®
O e
® o
® o
0
©
O s
@ nox
L
o
O

At this point, we can now define existing SUsas nonredic, from the SUitsel, either
via theHBSor directly.

7. Clicksave to have your changestake effect.

2.3.12.Nomadic (SU)

For afull description of configuringan SJ as Nonadic, SeeNomadic
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TheSecuritydialogenabks you to change the SNMPCommunitystrings, Linkand User
passwvords (functionfor the HBS only)SecurityMode (functionfor the SUonly, SeeSecurity
Mode), Secured Sync, and 802. Lxauthentication option.

SNMPCommunites

If the sele¢ed unit isan HBS you canalsocreate anencrypted SNMP Communitystring value
file.

Current Read-Write Community

[] Read-Write Community

A [] Read-Only Community
Security =

SNMP
Communinties

\:] Trap Community SNMPv1 only

[[] Show Characters

Cancel

Eachradio unit communicaeswith the managingcomputer using theSNMPvIr SNMPv3
protocol. TheSNMPvXrotocol definesthreetypes of communities:

w ReaR anlyfor retrievinginformation from the radio unit.
w ReaRwrite to configure and control the radio unit.
w Trapused by the radio unit to issue taps.

Thereadmwrite community stringsand reaR 1t 2 gériindunity stringshave a minimumof five
alphanumeriachaaders.Changing thérap communityis optional.

Editing SNMPvICommunityStrings
Whenediting these strings,both reaR 1t gelddreaR 1 2 gbriindunities must be defined.

To change a community string:

1. Typethe current readmvrite community in theCurent ReadWrite Community
field (default is netman).

2. Click thecheck box next to the community whosestring you wishto change.

3. Typethe newcommunitystringand rert (i &d.d&firm. Acommunity string must
containat least five and nomore than 32chaadersexcludingSPACE TAB, and any
of abl XpfFp KTdb

4. ClickSave to have your changestake effect.
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Link Password (HBSonly)

Thelink Password enaldes enhaned securityfor the link. Itis not the sameas theuser
passwvord.

This iemis available as follows:

w At an isoéted HBS(No active SUs)
w At an isobted SU
w Never for an actize SU

Thedefault password iswirelea a TThJH Y
To charge the link password:
1. SelectSecurity 1 fink Rassvord. Thelink Password dialogbox opens.

Current Link Password

New Link Password

Security Confirm Link Password
ST (] Show Characters

Link Password

‘ Cancel

2. Enter the current link password (Thedefault link password for a new unit is wirelessrt
p2mp).

If you have forgottenthe link Password, place thecursor over Forgot Password?,
and following the instructionsin the tool tip that appears:

Forgot Password?

The Alternative passward is supplied with the product. It
may also be obiained via customer support. Flease have
the wnit's Serial Number andfor MAC Address ready
when requesting an Alternative Community.

Erter a new passvord.
Retype the new password in the Canfirm field.
Click ave.

ClickYeswhen asked if you want to change the link passvord.
ClickOKat the Passwad changed sucessmessage.

No o b~ W
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w Alink passvord must contain at least eight but no more than 16 chamt
% acters, excludingSPACE TAB, and any of G#@|* 2, £.

e w Regoring Factory Defaults returnsthe link Password to wirelea a 1t
p2mp.

UserPassword (HBSor SUdirectly)

To charge the userpassword of the present user:

1. SelectSecurity T BserPassvord. TheUser Password dialogbox opens.

Current User Password
New User Password

Security Confirm User Password
[C] Show Characters
e Forgot Password

User Password

Cancel

2. Erter the current password.

If you have forgottenthe password, clickForgot Password? and following the
instructionsin the tool tip that appears:

Forgot Password?

The Alternative passwaord is supplied with the product. It
may also be obtained via customer support. Flease have
the unit's Serial Mumber andior MAC Address ready
when requesting an Alternsative Community.

3. Erter a new password.

4. Retypethe newpassword in the Canfirm field.

5. Click @ve.

6. ClickYeswhenasked if you want to change the passvord.
7. ClickOKat the Passwad changed sucessmessage.

% w Auserpassword must containat least eight but nomore than 16
charadersexcludingSPACE, TAB, and any of 6c#@|* ?; £.

SecurityMode (SUonly)
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This is an enhard version of the usualsecued method of working, which offers extra
protection ajainst unauthorized acessof the system.

It is peformed on a untrbyrt dzy asisiandds independet of sedor structure or hierarchyl.
Implement this mode as follows:

1. Change the NMP management interfaceto SNMPV3:
SelectCanfiguration 7 Management Tt Brotdcol.
a. Choose thesNMPv3radio button. ChooséNMP\3 only, not &v1 and £ 0. €
b. You can use either the MD5 or SHAlauthenticaion mode

c. ClickSave. You will be asked to login again. Make sure you have the proper SNMPv3
usernameand passvord.

2. Select Canfigurall A 2 Y 1t 5t h{cHigbudd | &

Security

Security Mode

Cancel \

3. Enter the SNMPv3isernameand password, and click Authaeticaion.
4. ClickSave.

1. Whenconfiguringoneunit for SNMPv3and Enhaned Security, its counterpart mug alsobe configured for
SNMPvV3, buk i R 8eSdioybérdnfigured with Enhaned Scurity.
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Secued Sync

This étermineswhetherthe SUmust have the same Network ID asthe HBSo edablisha
link. TheNetwork IDisthe first 4 digits of the Se¢or ID (See Radio (HBSoption) for
instructions on configuringthe SUQNetwork ID).

1. From Security Tt Becured Sync, chocse the sync mode from the LJdztodnrmienu.

Secured Sync

Cancel

2. ClickSave.

If the Secured Sync Typeis Sected Network ID, and thewrongNetwork ID was
entered in the SU the unit will not egablish a linkand will be prevented from
doingsofor 10 minutes. Correct the Network ID, andat the end of this 10-minute
period, theJ will be ableto synchronize with the HBS

802.1x

This is a pdrt &sed Network AcessCantrol (PNAC)authentication mechanismbased on the
IEEE 802.1x standad. This nechanisminvolves three parties: a supplcant, an authenticator,
and an authetication RADIUServer.

In the RADWIN implementation, the supplicant isthe customersite equipment (CSE) the

authenticator isthe SUPR@AIREMBor SUIntegrated & HBS, andthe authentication server
isa customertt & dadIRADNJServer. Thisworks as follows:

1. The authenticator requests credentialsfrom the supplcant (CXE).Usuallya usernamend
password.

2. The supplcant (CSE) supes these credentialsto the authenticator.
3. The authenticator forwardsthesecredentialsto the authentication RADUSSserver.

4. The authentication RADIUSserver provides a response to the authenticator 1t
approved or not approved.

1. Thisfeatureworkswith the SUPRO/AIREMBor SUIntegrated as thesubsaiber unit only.
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5. The autheniticator then either enabks the supplicant (CSE)o connector disabks
it from connecting.

— You must configure your authentication RADIUServer to recognize the credentials
of the CSE.

Note

Authentication
Authentication RADIUS Server

server

' 4
¢ A
2 4
@ Response i
7

o4 Authentication request

Authenticator l, with CSE credentials

s
\| MO,
SU PRO/AIR - L
-
- tl G i

7z o i (0 -

7’ " ’, e S~
I HBS ~ -
CSE credentials ! LS -
\ CSE credentials

\
\requgst
Accounting RADIUS

\\ ‘ server

A}

Customer Site / Supplicant
Equipment (CSE) ‘/ PP
Figure 21.3:802.1xAuthentication & Accounting Scheme

Cafigure this feature asfollows:
1. Slectthe HBSthen from the Securityoption, select802.1x.
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Enable 802.1x

Re-authentication rate: Every 30
Radius server settings:

IP Address Port
0.0.0.0 1812

0.0.00 1812

Security NAS identifi

Name v
Enable 802.1x accounting

IP Address
0.0.0.0

0.0.00

‘ Cancel

2. To enablethe 802.1xauthentication mode,checkEnable802.1x

3. Nextto Rert I dazii é&®n rate, choose how often the authenticaion processis
done (in seconds).Themore often you chooseto undertake this process,the
better the security, but it requires more resources.

4. RADUSserver settings: This slowsa list of the available RADIUSservers, their IP
addresses, their connedion Ports (this isusually 1812)and their $atuses (Check
Connectiviy, Testing, or Conneted), in addition to a configuration button and
trash button.

Any time you enter this configuration page, or whenyou enableone of the
:? options, you will be reminded that you must run the connectivitycheck to enable
the 802.1x option. Theconnectivity check button will only appear once you have
entered all connectivity parametersfor the RADIUSserver.

Note

5. Click theconfiguration button (5@:3) to open the RADIUSserver parametersdialog
box.
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RADIUS Server

IP Address: 10.107.5.200
Port:
Secret:

Confirm Secret:

IP Address. Enter the IPAddress of the RADIUSserver here.
Port: Enter the communication port to which theHBSconneds (usially 1812).

Althoughyou canuse thesamelPfor the different functionsof the RADIUS
server, you must still use a diferent port for each function.

Serret: Secet of the RADIUSserver.
ClickSave to have your changestake effect.

6. NASIdentifier: If Enable 82.1xaccounting is enabéd, this determineswhat basis
the report of the identity of the supplicantsis made: by the DeviceNameof the
supplcant or the Devicelocaion.

The NAZdentifier Cavention chosen here will also tiange the NASIdentifier
= Gonvention for the RADIU®ser Authentication option, even though theRADIUS
server here and that wasused in theRADUSUser Authentication option are not
necessaily the sameserver.

Note

7. Enale 802.1x accounting: If thisis endled, then the system will forward the
identity of the supplcants whohave suppled aedentialsto the acounting
RADIUServer. Thiscan bethe sameRADIUSserver as theauthentication server.

8. Click theconfiguration button (@:3) to open the RADIUSserver parametersdialog
box to define the parameters of the 802.1x RADIUSaacounting server.

9. ClickSave to have your changes take effed.

Here you can set the date and time of the seled¢ed unit manually lased on local timeor on
an NTRSeaver.

Theradio unit maintainsa date andtime. Thedate andtime shouldbe synchronized with any
Network Time Protocol (NTP)version3 compatible server.

During paverrup the radio attemptsto configure the initial date and timeusing an NTP
Sever. If the server IPaddressis notconfigured or is notreachable a default time is st.
Whenconfiguringthe NTPServer IPaddress,also configure the offset from the Universal
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Coadinated Time (UTC).If there is no sever available, you can eitherset the date and time,
or you cansetit to use the date and timefrom the managingcomputer. Note that manual
setting is not recommended sinceit will be overriddenby areset, power up, or
synchronization with an NTP Server.

TheNTPuses UDPport 123.If a frewall is configured betweenthe radio

= and theNTPSever, this port must be opened.
It cantake up to 8 minutesfor the NTPto synchronize the radio date and

time.

Note

To set the date andtime:
1. Determinethe IPaddressof the NTPsaverto be used.

2. Ted it for connectivityusing thecommand (Windows XPand 7), for example:
w32tm/sripchart/computer:216.218.192.202

NTP Server
NTP Server
0.0.0.0

Date & Time

01:58 PM Use Computer Time

Date & Time

Chacel “

NTP Server

NTP Server
0004

3. If enteringan IPaddressfor the NTPSever, enter the new address.

Set your site Offset valuein minues ahead or behind GM?,
To manuallyset the date and time, clickthe calendaricon and choosethe newdate,

then clickthe spinnernext to Time to chasethe time.
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6. To setthe time based on thetime of the managingcomputer, clickUseCompuer
Time.
7. ClickSave to have your changestake effect.

In this category, you can configure the input portson the unit, the Bridge Table,broadcast and
multicast flooding protection, and theDHCPRoption.

LANPorts
w LANIrefersto the input port on the radio unit. Thisport canbe labeled GPOEINE, GPoE,
or not labeled at all (dependingon your product), andcan carry data aswell as power.

w SFRefersto theport on theradio unit labeeR AN or & {P&or not labekd at all
(dependingon your product)and functionsas an SFort whichcan carry data only.

8

Figure 21.5: Ports are not labekd onNEO DUO units
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Figure 217: Port labelingon MultiSetor Connetorized units

w TheLAN1linput port is configurablefor line speed and duplex mode (half or full duplex).
w Line sped 1000BaseTis only awailable if the HBS isonneded to a GbEPoEdevice.

w An Auo Deect feature is provided, whereby the line speed and dupéx modeare
detected automatically using atort yg@&iation. Usemarual configuration when
attached externalequipment does not syport autort yg&iation. The default settingis
Auto Detect.

w TheSFRnput port canonly be setas Auo Detect or Disable.

w CRCErorsshows how nany Gyclic RedundancyChek errorsoccurred since the last
red.

w Main Data Path: Cheek this to indicate on which portthe traffic will flow.

Afew comments:
w Bven if you chooseto have the traffic on the SFRport, the LANIport must still be
conneded for input power.
w Traffic, management, and allother data will berouted via themaindata path,
includingdatato and from the subsciber units.

w The seonday datapath can ill be used to acessthe basesation itsel.

RADWIN5000Configuration Guidéor the Web Ul 99



Mode
1Gbps/Full Duplex
10Mbps/Half Duplex

10Mbps/Full Duplex
100Mbps/Half Duplex

100Mbps/Full Duplex
Auto Detect

Auto (100 Mbps)

Ethernet

LAN Ports

Not Connected

Althoughyou canuse theSFRort for traffic and/ or management, you still must
connectvoltage to the LAN1port.

8. ClickSave to have your changestake effect.

BridgeTable

TheBridge Table provides a Ist of MACaddresses of the subsciber unitsin the sector and
deviesconneded to them. Thigable can be saved in anexternal*.csv file.

Thenameof the subsciber units, their locations, and MACaddresses are shown.

If the specific @viceis not a subsdber unit (customer site equipment conneded to a
subsciber unit for example), the nameand Iacation of the subscriber unit to which the
deviceis conneded is shown, but thevIACaddress slown isthat of the device.

w To limit the numberof itemsshown on the page, selectthe numberfromthe Itemsper
page LJdzf f mmerig y

w To scroll amongst the items click theright or left arrowson the bottom right.
w Todownload the Bridge Tablereport to an external*.csv file, clickDownload report.

RADWIN5000Configuration Guidéor the Web Ul 100



Bridge Table Download report

Index SU name\ interface SU Location MAC Address

1 6.24-ULC-3.X Lechi 40:a8:f0:9a:a9:e4
2 6.24-ULC-3.X Lechi 00:15:67:24:60:01

Ethernet 6.24-ULC-3.X Lechi 00:1b:21:63:13:7d

LAN Ports 6.29-P10_3X ORR 40:a8:0:9a2:a9:e9

Bridge Table

Name6.21LAB LocationLive Site 40:a8:f0:9a:a9:e1
Advanced

Items per page: 50 »

Cancel

w Saveisnot uxd here.

Advanrced (HBSonly)

HBS Configurations

Flooding protection

Broadcast flooding protection limit 6
Wulticast flooding protection limit 6

DHCP (Option 82)

[ ] DHCP Relay Agent (Option 82)

Clreuit-10 source

MWAC Address

Famota-10 source

WAC Address Concatenate into Circuit-1D field

Protocol Filter (5U)

Select option
Ethernet

5Us Interconection
I Enahle SUs Interconnection (L2}

Advanced Cancel

This sectiorhas variousfeatures: Broadcast and Multicast flooding potection, DHCROption
82),protocol filtering(PAPOE,DHCFClient, DHCRSever) and SU interconnectian
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Broadcast Hooding Protection

Broadcast FloodingProtection provides ameasure of protection by limiting broadcast
padkets. Thisfeature worksin the downlink drection only.

You may wish to disable thideature if your application is based on broadcast padkets.

Multi cast FloodingProtection
Multicast Floading Protection provides ameasure of protection by limiting multicast packets.

DHCROption 82)

Allows a Dynami¢iost Canfiguration Protocol (DHCPjelay agent (in thiscasethe HBS}o
insert specifianformation to a DHCPequest it received from a client, and forward the
information together with the reques to a DHCRerver.

Thiscapability allows theresidential operator (which has theDHCP swer)to distinguish
which DHCHPrequed came from which SUWith that information, the residential operator
canset rulesregardingIPaddressand resourceallocation. For exampl, if there are too many
IPrequedscomingfromone SUi,it is possble to limit the IPaddresses allocated to that
equipment.

In the framework of the RADWIN 5000,this works as follows:

1t The SUeceives DHCRequedsfrom equipment conneded to it.

1t The SUorwardsthese requedsto the HBS

1t The HBS appends tiparametersthat were configured (either Serial Numbe,
MACaddressor Nameof the SUand that of the HBS)to the message, and

forwards the request message with the appended data to the DHCP server. This is
therefore a DHCP client request.

Residential
equipment

HSU
< ()
B
- %
| § > ) ) DHCP requests
Residential GW
% (DHCP Client)

DHCP requests
forwarded to
HBS

HBS
(DHCP relay agent)

DHCP Server Requests forwarded to DHCP
server with appended data

Figure 21.8: DHCHRelay Agent (Option 82): Method of operation
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To configure the DHCHRelay Agent feature:

w Fom Bhernet 1t Bdvanced, placea checknark next to DHCHRelay Agent (Option
82) to enable thideature.

w From the LJdzaiodvimmenu labeled Grcuitrt Ls&urce, choosewhich parameter of
the HBS Wil be sent to the DHCRserver its MACaddress,Serial Numbg or
Name.

w From the LJdzodvnmmenu labeled RemotS 1t $0&ce,choose whichparameter of
the SUwill be sent to the DHCRserver its MACaddress,Serial Numbg or Name.
To simplifythe message, it is possble to add the RemoteriD source data directly
onto the end of the Crcuittt Ld&a, that is,to concatenate it onto the CrcuitiiD
field. Ifyou wishto dothis, place a checkarkin the Corcatenate into Crcuitrt L 5
field box.

w Make sure to configure your DHCFSever to accept thesevalues of the parameters.

w ClickSawe to have your changestake effed.

- It isalsopossble to filter all DHCP cligt respansesfrom the SUside,per SU.This

— is posgble only using theSUPRO/AIREMBor SUIntegrated, and if done, the
Note  DHCHRelay Agent (Option 82)cannot be implemented.

Protocol Flter ()

This optionallowsyou to prevent n2 y tPoEr DHCRraffic that is beingsert from the
customerequipment to the SUfrom beingforwarded to the HBS

There are 5 optionsin the Protocol Fitering LJdztodwnrmignu:

No Fitering: Donot blockanyy 2 Yy PoE(PointitorRoint over Ethernet) or DHCRraffic that
comes from customer equipment conneded to the subsciber unit.

PHAPOEONIly: Preventsy 2 Yy RPoEpackets comingfrom customer equipment conneded to
the subsciber unit from beingforwarded to the HBS

Thed b Rlteringé or & PPOEOnly€ option must be chosenif you are planning
to use theDHCHRelay Agent (Option 82).

DHCP Seer: Prevent DHCRSever responses from customer equipment from being
forwarded to the HBSDHCRClient responses can be forwarded.

DHCRient: Prevent DHCEClient requedsfrom customerequipment from beingforwarded
to the HBSDHCRF=erver responses can beforwarded.

DHCRient & Sewer:
Prevent DHCFClient and DHCFSever requeds from customerequipment
from beingforwarded to the HBS
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Flooding protection

Broadcast flooding protection limit 6 %

Multicast flooding protection limit 6 %

DHCP (Option 82)
[C] DHCP Relay Agent (Option 82)

Protocol Filter (SU)
Protocol filter

Ethernet
No Filtering

LAN Ports HCP Filtering
PPPOE Only

Bridge Table

DHCP Client
Advanced Cancel ‘ “

DHCP Server

DHCP Client & Server

w ClickSave to have your changstake effect.

SU interconnection

Enable the BS to function as a wireless bridge betwisicesconnectedto SUghat are registeredto
the BS This can be used when tlevices behindBUs need to communicateith each otherwhich
reduce traffic from the BS to theetwork. If this option is disabled, the SUs will only be able to
communicate through a network elemeltcatedbehind the BS.

However, if this option is enablethulticastand broadcastraffic of devices on the LAN sidéthe SUs
would also be transferred over the air to all other SUs, taking up some part of thie &@Pacityand
impacting performance

’ !

SENTRY
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ThelGMP(Internet Group Management Protocol) snoopingoption allows conversion of
multicast IPV traffic that arrivesat the HBSo beunicast towardsan SU,accordingto the
IGMPreques from the customer site equipment conneded to the given SU.

Television sets Television

IGMP
requests

IGMP

i
|
| requests

Sends IGMP traffic
with relevant I
identifiers to I

corresponding SUs /

\
IGMP Y\
requests

// IGMP
,/ requests

Base Station with

IGMP snooping
enabled:

IGMP Router

Detects IGMP

Sends multicast traffic with chahnelidentifers

IGMP channel identifiers

Figure 21.9:1GMPoperation with the RADWIN5000

w The astomerQtelevision (or setup box) sends IGMRequests.
w TheSUforwardsthisrequed in the uplinkdirection.

w TheHBSetects(tsnoopst) the IGMPtag, and sendsthe correspondingmulticast traffic
in the downlink drection to those SUswvhose cwtomer equipmentsert an IGMP
requed with the samemulticast group. Messagsfrom other multicast groups are
blocked.

Snoopingenable
To enablelGMPsnoopingfor the sedor, click Snooping Eble.

Robustness

TheRobustnessdetermineshow many y” 2 gésponssthe HBSmust & Y g deivet from a
CXE (Catomer Ste Equipment)in responseto an IGMPquery before removingit fromthe
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IGMPmulticast group. Thehigherthis value is, themore reliablethe IGMPoperation.

VLANID

ThelGMPoption canbe limited to a specifed VLAN. Thisanhelpto awoid confusion in
complicated networks.Configurethe Off button to On to enablelimiting the IGMPoption
to a specific VLANhen set the VLANID. If an IGMRequest comesfrom a VIAN whose 1D
does notcorrespondto this VLAND, the requeg will beignored. If this option is setto Off,
VLAN IDs in thiontext will beignored.

Total multicast groups
This shavs thetotal multicast groupsin the system.

Snooping Enabled

Robustness: 5

VLAN ID:

Total multicast groups: 5

Cancel

w ClickSave to have any changestake effect.

In this category, you can configure the Aging Time, and enable/disabl&ackvards
Conpatibility Discovery.
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300 seconds

Backwards Compatibility Discovery
Broadcast flooding protection

General

AgingTime

TheHBSworksin Bricge Mode. In Bricdhe mode, it performsboth learningand agim,
forwarding only relevant padkets over the sedor. Theaging timeof the HBSis by default 300
seconds,although you can change this valuehere.

BackwardsCompatbility Discovery

This albws H3Js with firmware older than Release 4.6 (those without thepercentagS Tased
DBA mechanism}o discover HBSsvith Release4.6 or above. To work properly, the firmware
of the HSUmust be upgraded to firmware that is compatible withthat of the HBS.

w ClickSave to have any changestake effect.

Sec¢or Sef backhaul

Whenworkingwith a MultiSe¢or BaseSation, a subsdber unit in one of the sectorscanbe
used as abackhaulink. Nde the following:

» Thebackhaul link igor both carriers.

» Onlya SUPRQor Alpha(in PtMP modegan be used for this feature.
» Thisfeature does not support jumboframes.
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Secor 1
(with various SUs)

N\

Setor 2

/withvélious Js)

MultiSecdor Integrated
Base Station

Highrtgain antenna

\ Setor 2

SUfor backhaul

Figure 220: Sector SefrBackhaul: MultiSeor Integrated
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Setor 1l
(with various SUs) b

Sedtor 2

| /(with various SUs)
\ " // // " : - ) i
H““_J MultiSetor Connetorized

Base Sation

Highmgain antenna

Sedtor 2

SUfor backhaul

Figure 221:Setor Sefrt . | O K kiSkfoiyCoranelzirized

1. Mount and connectthe subsciber unit to beused, then peform antennaalignment
opposte the highgain antennaof the basestation (asis donefor any subscriber unit). The
backhaulink can bein any direction. Irstructionsfor this canbe found in theRADWIN
5000Installation Guide.

2. Register the subsciber unit.
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Sector Self backhaul

Backhaul links

Name(IP)

623(10.107.6.23) x

6.23(10.107.6.23)

I:' 10.107.6.282(10.107.6.28)

D PTP-6.26(10.107.6.26)

Networking

Sector Self backhaul (

3. ClickAdd next to Backhaul liks.

If there isalready an SUrovidinga backhautonnection, ts nameand IPaddresswill
appear instead of the Add buton.

4. From the LJdztodnmi@nu thet appears, select the subsciber unit that will carry
the backhaul taffic.

You canonly have one subsdber unit on the carrier that isto carry the backhaul taffic.

5. Toremove the SU clickthe garbage icon. To change the SU clickthe configuration
icon and selecthe new SU.

6. ClickSave to have your changestake effed.

Do notconfuse thiswith the dSevices (HBS onl)¢ caegory, which has diferent subtt
categories,and is HBS oyl

Thiscategory has five & dz@ategories:
Resources 1t et the resource type (QRor BE)
Mir (Maximum Information Rate)
QoSConfiguation (SUside)
VIAN
Quiality Detection

Resouraees

Bven after an SUis registered, you can change these settingshere: Resource type and MIMO
mode.
w Selecthe Resource Type for the seleded H3J. Thiscanbe CIRCanmitted Information
Rate), or BE Bed Hfort):

Tt BE(Best Hfort) grantsthe SUresources as they become availablein the sedor.

11 AR (Committed Information Rate) grants the SJ with a certain guaranteed
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percentage of resources already allocated to AR traffic in the sedor. That
percentage is setin the MIRwindow.

w Selecta MIMOMode for the selet¢ed QU:

1t Soatial Multiplexing (cbfault) splits thedata into two streamson transmisson
and recombinesit on reception, providingmaximumthroughput.

1t Diversity transmtsthe same data on both streams.This mode helps ensue
more reliabledata transmissionn anoisy environment, although ttroughput
will belower.

1T Auto Selectioningtructsthe sysemto choosewhichever modeis most efficient.

Service Resource Type@

(@) Best Effort ( MIMO Modes
Resources
Spatial Multiplexing «
Mir
Qos Configuration

VLAN

‘ Cancel “

w ClickSave to have your changstake effect.

If you chose theQRresource type, the CIRevduate window will appear.

w Clickthe Ealuate button.

Saviceevaluation takes afew secondsR dzNA& y 3 @/EuatiDEKD drdssageds
disphyed.
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After the initial evaluation, dynamicmonitoring of the sedor is maintained. Thisallows
you to add SUsn the sedor, and the availableresources are adjusted automatically.

w Usethe slidersto choose the percentage of resources (uplink and devnlink) aready
allocated to ARtraffic in the sedor to be allocated to the selected SU.

w ClickSave to have your changestake effect.

Mir (MaximumInformation Rae)

Although thisis setduringregistration, you canchangit here.

Usethe slidersto set the maximumthroughputrate you want for the specificSUin each
direction: down linkand up linkYou can choose avalue or click theUnlimited checkbox.

Service

Resources c;
Downlink 53.8 Mbps (] Unlimited

Mir 0.5 — 250

Qos Configuration i —
Uplink 94.8 Mbps ] Unlimited

VLAN 05  — 250

‘ Cancdl “

ClickSave to have your chargestake effect.

QoSConfiguration(SJ side)

Thissectiondesclibeshow to configure QaSfor anindividualSU (To seehow to configure QoS
for the whole setor, that is,from the HBSsee QoS Cofiguration (HBSside)).
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Service :
Enabled v (choose HSU) v
Resources

Queue Strict / Weight % Maximum Information Rate Mbps

Mir
T*Oas 05[] Unlimited

Qos Configuration Y [Jas 05[] Unlimited

'j ) Voice over IP
VLAN
™0 20 05[] Unlimited

v [ 20 05[] Unlimited

T[22 05[] Unlimited
v[a 05 (] Unlimited

™[ 40 05[] Unlimited
+ ‘: 40 05 (] Unlimited

Total uplink 97 %
Total downlink 89%

Cancel “

1. Enable theMode field. Enabling aVoiP Queue(SJ side)for VoIP).

2. Set the weight percentage for each queueby moving thespinnes upor down.

T20%
v (]2

Light bluefor uplink, pinkfor downlink.

Theweight percentage determineswhat percentage of the throughputwill be
dedicated for the indicated queue.

Thetotal weight is shown in the lower part of the window. If you exceed 100%total
weight, you will receive an error message.

If you are undertt 0 k@ for example, by stting a queueto zero, the unused weight
will bedistributed to the remainingqueues. Theeffect of doingthis will only become
apparent undercongestion. In particular, a queue seto zero weight will become

nearly blocked under congedion with padkets passingthroughon a keg effort basis.

3. Strict: If you placea chedkmarkin the Strictbox, all traffic of the specificqueuewill
be passed through. TheWeight percentage will become disabkd. Placing a
checkmarkhere canonly bedone in ader: Arst Real Time, then finally Bes Hfort.
That is,you cannotplacea checkmakin Near Real Time without onein Real ime as
well. Like the weight percentage, uplink and downlink ae configured separately.

4. Maximum Information Rate: Althoughthe weight percentage affecdshow much
relative traffic will be allowed through,you can sethere the absolue maximumto
allow through.Placea checkmarkto make this value asunlimited.

5. Cafigure sameas....: Thisallows you to copy the VoIP configuration of a different
SUFRomthe LJdzf f mmien®, shgosethe SUwhoseconfiguration you want to copy.
The sétingswill appear.

Enabing a VoiP Queue(SUside)
Note the following:

w You can enable aVolPqueuefrom eitherthe HBSor the SU.If enablkd fromthe SU,jit is
donefor that SUonly, and isHBS If done from the HBSjt canbe done setorm g A RS ®
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w To configure VoiPfrom the HBS sideSee Enabling a0iP Queue (HBS side)

w TheVolPfeature as implemated here assurresthat your S y' R 1t lnlasia Salteivay or
other network devicethat definesthe traffic to be VolPwith the correct QoS efined
(VLAN or DiffServ, in acordancewith your configuration done here). The @finition
must be doneat both endsof the data stream.

w Enablinga\olPqueue nay deaeasethe unit@Q peakthroughputin some scenarios.
Therefore, make sure that you absolutely need to enablea VoIP queuebefore doingso.

1. Clickvoice over IP. TheVoice over IPindicator will turn green.

Resources
Aaximum Information Rate Mbps

Mir

5 [ Unlimited
Qos Configuration

5[] Unlimited

VLAN

5  [] Unlimited
Tx & Antenna =i i
[] Unlimited

Theweight percentages of the Real-Timequeuewill become zero in both theuplink
anddownlink directions. Thismeansthat VoIPtraffic istreated in a similar fashion to
Real Time traffic.

VolP works whether you are usingVLANor DiffSev, but you must be consistent with
this QoS mode tlroughoutthe data stream.

2. Clicksave to have your changestake effect.

VLAN

Cafigure a VLANor traffic here. To configure the management VIAN, See Network.

TheVLAN configuration is carried out per SU. Itis upto you to ensue consstencybetween
the SUs.

If the VLANS not enabtd, ethernet framespass trangarently over the radio links.

VLANBackground Information
Thestandadsdefining VLANTaggingare IEEE802.1Qand extensions.

For general backgoundinformationabout VLANee http://en.wikipedia.org/wiki/Virtual LAN
Backgoundinformation about DoubleTaggingalsoknown as QinQ may be found here:
http://enwikipedia.arg/wiki/802.1QinQ

VLANTagqging

VLAN taggingenabks multiple bridged networksto trangarently shae the samephysical
network link without leakage of information betweennetworks.
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LAN A Traffic is tagged Iy !
with VLAN ID ‘A | LAN A
< bmagged Traffic
Ve - -
7
HSU

e
P
7
A
2 S LAN B Traffic is tagged
Service ' with VLAN 1D ‘8'
provider S et
Network 1| UERN I — LANB
- - N J Untagged Traffic <
> b
HBS N\
N HSU
X
N B g
LAN C Traffic is tagged
with VLAN ID 'C’ | S — LANC
J Untagged Traffic 54
S

HSU

IEEE802.1Qis usd asthe encapsukation protocol to implement this mechanisnover
Bhernet networks.

QinQ(DoubleTagging) for Sevice Providers

QinQis useful for serviceproviders, allowingthemto useVIANsinternallyin their & ransport
netw2 NJvhile mixingBhernet traffic from clients that are already + [ ! tdgged.

Taggsd Traffic User LAN

" —y ,‘ Traffic g ‘
£ o - | - Usejl)
I. -
=

HSU

Service 3 ] < traffic with 3
e tider | ¢ . _ _PovdersiaND
Network W o\ - LAN B
- g e lJ User Traffic -
\ e

HBS H
N SU

Double Tagged\ I |
traffic with - LANC
Provider's VLAN ID < User Traffic
P

HSU

Theouter tag(representing the Provider VLANYomesfirst, followed by the innertag. In QinQ
the BherType= 0x9100VLANags may be stacked three or more deep.

Whenusingthistype ot ravider Tagginge, you shouldkeep the following in mind:

w UnderProvider Tagging, the sysem doublettagsegress framestowards theProvider@
network. Thesystem alsoaddsatagwith aVLANDandEBEherType=0x9100Qo0 all
frames,as onfigured by the serviceprovider (Provider VLAND).

w Thesystem always addstagswith a VLAN ID and&herType= 0x9100or each frame.
Theefore,

w For aframewithout atagg the syssem will add atagwith VLAND and BherType =
0x9100s0 theframewill have onetag
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w For a framewith a VLANag¢ the system will add atagwith VLAND and
BherType=0x9100so theframewill be doublertagged.

For aframewith a VLANagand a povidertagq the system will add atagwith VLAND and
BherType =0x9100so the framewill betriplertagged and so on.

At the egessside,the SUremovesthe QinQtagwith BherType=0x9100no matter what the
value of its VIAN IDis.

Port Setting

In aRADWN 5000sedor, all VLAMactivity is configured and suppoted from the SUs.

TheSUmanagement port can beconfigured to hardle Bhernet framesat the ingress
direction (where framesenter the SU)and at the egressdirection (whee framesexit the SU).

Ingress Direction

Transparent

The port@oes nothingQwith regard to VIANSTT A Y or@res@rleftF
untouched.

Tag

Frames entering the SUport without a VLANor QinQtaggingare tagged with

VLAND and Priority, whichare preconfigured by the user. Frameswhichare
alreadytagged at ingress are not modified andpass through.

Tagged Traffic ’ User LAN

" | Traffic
£ o ——- - User LAN
> ~>

Providertag

Frames entering the SUport are tagged with the providerQ VLANID and
Priority, which ae preconfigured by the use. Frames, which ae already
tagged with Provider tagging at the ingress are not modified and passed
through

VLAN 1D Traffic without

) Provider's VLAN 1D
€ o —— - User LAN
. ’ <
e

HSU

Traffic with Provider's ’

1. Priority Code Point (PCP), which refers to the IEEE802.1p priority. It indicates the frame priority level
from O (lowest) to 7 (highest), which can be used to prioritize different classesof traffic (voice, video,

data, etc.).
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EgessDirection

The port@¥oes nothingQwith regard to VIANsTt  Bodmid frames are left
Transparent
untouched.
Port configured to untaguserVLADtags for all frames.
Un-lagged traffic
Tagged Traffic towards the user
{multipls VLANS) ™ Natwork
Untagall DT EEE— Use:LIAN)
. -
T~
HSU
; Allow up lo 4
Tagged Traffic 4 different VLAN 1Ds .
(multiple VLANS) [ to pass through
Hiter R — Usej«)
v -
S
HSU

Before proceeding, note the following:

If you are not a VLANexpert, pleasebe aware that incorrect VLAN
configurations may cause havoc on your network. Thefadlities
desciibed bebw are offered as a seviceto enableyou to get the begs
valuefrom your RAOWINIinks and ae provided ¢as i€. Underno
circumstanaesdoes RAWINaccet responsbility for network system or
financial damages arisingfom incorrect useof these VLAN facilities.

Management Traffic and Bhernet Sevice Sgaration

You candefine a VLAN ID for management traffic separation. You shouldconfigure the sygem
to prevent conflicts:

Whenconfigured for the default operationalmode, | raviderporté illdhandle ingress
traffic as follows:

w Fitersframesthat are not tagged with the Provider VLAND.
w Removesthe Provider doubletag

Therefore, if aport is configured for management traffic separation by the VLANand as
Wrovider pot Qthen the received management frames must be doubletagged as follows:

w Theouter taghasto bethe Provider Qtag(sothe frameis not fltered).
w Theinternaltaghasto be management VLAN
ID. To awoid mixrt dzL &g praciiceisto:

w Separate the management and data ports (ifrelevant for your product).

w Define only adata port with Providerfunction.
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- If traffic VLANtaggingis in force for the U ingressdirection and management
e VLANS inuse at the HBS(SeeVLAN, thenthe VLANDat the SU ingessdirection
Note  must bethe sameasthe VLAN IDfor management at the HBS.

VLAN Cnfiguration
1. Selecthe SUto beconfigured, openthe Canfiguration icon, click Sevicem [ ! b @

If you are using FPovider tagging, click theProvider Radio button.

In Fovidermode, Bhernet framesare tagged with the provider QVLAN ID bkefore
they enter into the provider@network/backbone.

5. Erter a Rovider VLAND and Priory. The VLAND must bein the range of 2to 4094.
TheVLANPriority must be in therange of 0to 7.You may alsocharge the TRD
from thedefault as shown.

6. ClickSave to have your changestake effect.
7. If you are using VLANagging, click theTagradio button.
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% Thisfadlity is provided to enablea connectionthroughlegacy
switches requiringit. Otherwise,thereis no ned to change the TRID.

8. InTagmode Bhernet framesare tagged or untagged to distinguish
between dfferent networks.

Service
Resources
MIR
L On
QoS Configuration

™) Provider ®) Tag

VLAN
SU Ingress Traffic SU Egress Traffic

Transparent Transparent

9. For completely trangarent passages of tagged frames, there is nothing further
to do. Clicksave to have your changestake effect.

10. However, if you wish to not have trangarent passages of frames, the following
table shaws thepossble sttingsfor each combination of Ingressand Egess

modes:
Fames are not modified and aie forwarded trangarently]
Transparent
Ingress
Tag Entera VLANS 0 m randiPdianity(Ort T 0
Frames are not modified and ae forwarded transparently
Transparent
Untag All All frameswith a VLAN tag are untagged.
Egress Filter Allow up to 4 VLANDsto be passd through.
Allow VLANDs:
_ w Allow upto 4 VIDsto be passd through.
UntagFitered
Untag:
w Untagthe VLANagof the seleded VLANDS.

11. Clicksave to have your chargestake effect.
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Quality Detection

Quialty Detection allows you to configure the HBSo send an indiaion when linkquality
degades. You must configure someparametersfrom the SU.SeeSUside

Connected Clients

MAC Address RSSI[dBm]

#
1
2
3
4
5

=N -

TheSSIBtatus, Securitymethod,and On status of the WiF unit are displayed.

AcaessPoint Mode: Turn On or Off the WiH for the device.Auto allows thesystem to
determineif the WiH needsto beused.

You can setthe following WiH parameters:

w WiH password
w WiH IPaddress
w WiH channel
w WiH Tx power

Conneted Clients: This aea shows up to 5 clients that are conneded to thisunit, including
their MACaddresses and signattrength (RSSI).

Note  TheSSIf the WiF isRT ¢ &@nikdrdf unit].

ClickSave to have your chargestake effect.

Events

Thisfeature allows you to seeeventsfor any or all unts.
1. Todisphy the BventsLag, first selectthe unit or unitsfor whichyou want to disply events.
You can selectany combination of units.
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2. Clickon the Bventsicon in theupperpanelof the Web pagel—"~_| : Theevents
are displayed in the partial BEvents Log. Thisis asmall version of the complete
Bvents Lag, and shavs a Igt of eventsaccordingto the date and timethey
occured, its urce, a descriptionof the evert, IPaddressof the souce,andon

which Carrier the event was recorded.

3. ClickQurrent to seeall alarmssince the last login (theseare cleared once the
alarmcondition is removed) or clickHistory to see all eventsrecorded.

Current History ()

12/03/2019 18:46:18

PM

Ethernet Service has been opened

IP Address 10.104.60.230 Carrier 2

12/03/2019 18:46:18
M.

Ethernet Service has been opened towards HSU HSU
3x

IP Address 10.104.60.230 Carrier 2

12/03/2019 18:46:18

PM

HSU 3.x was successfully registered

IP Address 10.104.60.230  Carrier 2

12/03/2019 18:46:02

PM.

Radio Link - Sync on Channel Bandwidth 20 MHz
IP Address 10.104.60.230  Carrier 2

12/03/2019 18:46:02
PM

Software versions compatible for HSU Serial
P11660E200A000CS5

P Address 10.104.60.230  Carrier 2

12/03/2019 18:46:02

PM.

Encryption is OK: HSU Unregistered
1P Address 10.104.60.230  Carrier 2

See all

4. ClickSeeall to seethe full BrentsLog.

Name190
Name190
Name190
Name150

Name190

Name190

TheBEventsLogrecords system failures, lossof synchronization, lossof signal,compatibility
problems, and otherfault conditions andevents.
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5. The BrentsLog nay be saved as anBxcel or PDF ite. Gick Download report to do
so.

TheBventsLog inclués thefollowingfields:

» Date and time stamp
» Message
» Trapsource (if the souceis aradio unit, thisis tsname)

» IPaddressof the unit that initiated the alarmriPv4or IPv6. Usethe LJdzfofvrmmienu
here to filter the list accordingto the indicated criteria.

» Severity of the trap (colorrcoded):
Critical
Major
Minor
Warning
Normal

Info

» Carier on whichthe trapwasfound (Carrr 1 or Carier 2).
» Interface of the trap.

6. ClickQurrent to seeall alarmssince the last login (theseare cleared once the
alarmcondition isremoved) or clickHistory to see all eventsrecorded.

7. You canfilter the list of messagesby IP or trap souce by enteringthe desired item
in thefield at the top center of the window and clicking thespyglassicon.

ThePerformance Monitoring feature constantly monitors traffic over the radio link and
collecs statisticsdata for the air interfaceand Bhernet ports.

Performance Monitor

Whenyou clickon thisicon, the Performance Monitor window opens. It differs slightly if you
are acessingan HBSor an SU.

You have the following options:
Device Click thid.Jdztodnmtenu ad selecta radio to display itsresuls
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View

LAN

Link

Threshold

Rdresh

Download

report

¢ K A adowdduénti has thefollowing options:

niCurent Tgives you the latest entry.

1.5 Minutes Tprovides date in a scroll down list in 15minute intervals
mDaly (24 hours)t  @&HeBultfor the last 30 days at midnight.

¢ K A adowdduaénts alows you to view resultsfrom LAN1or LAN2(See LAN
Portsfor an explanation of the input ports).

¢ K A adowdduénti alows you to selectbetweenthe downlinkand the
uplink drections

Clickon thisbutton to setthe upper taffic thresholdfor reporting. The unis
used dependson the specificparameter. Traffic conditionsabove the threshold
indicate congestion and probably It frames.

Clickon thisbutton to refreshthe viewto includemore recent data.

Clickon thisbutton to sawve the report as an Excelfile or PCE

Themeaning of the column headingsis stown in the following table:

ColumnHeading

Description

Valid data flag: Green tick for cumrent andvalid; Red crossfor invalidated
data. Note that the Performance Monitoringdatais not valid if not allthe

Integrity valueswere stored (e.g.,dueto clock clangeswithin the interval or
power up reset).

Date & Time Time ssamp: Dataisrecorded every 15 minutes;the last 30 days of
recordingsare maintained. Rof fverigat midnight.

UAS Unavailable Seconds: Secondsin which theinterface was out of service.

ES Erored seconds: Thenumberof secondsin whichthere wasat least one
error block.

SES Severe Errored Seconds: The numbeiof secondsin which theservice
guality waslow, as dgermined by the BBERhreshold.

BBE BackgoundBlock Eror: The numbeiof errored blocksin an nterval.
Received Mbytes: The numbeiof Megabytesreceived at the specifed

Rx MBytes o .
port within the interval.

Tx MBytes Transmited Mbytes: The numberof Megabytestransmtted at the speO A

fied portwithin the interval.
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ColumnHeading

Description

Above Traffic
Thresh

Thresholdsetin the previousstep: Secondscount whenactual raffic
exceeded the threshold

Active Seconds

The numbeiof secondsthat the configured Bhernet servicewasactive
for (available for HBSonly).

If you have seledced an SUyou will seethe following additional parameters:

ColumnHeading | Desciiption
Min R (dBn) Minimum F.lecave Sonal Le/el: The minimumof the receive signal ével
(measured in dBm)
Max RSL (@m) Mammumlf«bcelve Signalewel: Themaximumof the receive signallevel
(measured in dBm)
RS Thesh1 Receive Signal Leel Threshold: The nhumbeiof secondsin which the
(my y R. Y U | Receive Signal Leel (RSL)was below thespecifed threshold.
RS. Thesh2 Receive Signalevel Threshold: Thenumber of secondsin which the RS
(my y R. Y U | wasbelow thespecifed threshold.
Min TSL (dBm) Minimum Transr_mt&gnal evel: The minimumof the transmitsignal
level (measured in dBm)
Max TS (dBn) MaX|mumTransm|tS|gnaLa/eI: The maximum of the transmitsignal
level (measured in dBm)
TSL Thesh TransmitSignalevel Threshold: Thenumberof secondsin which the
(25dBm) TransmitSignalevel (TSL)was above the specifed threshold
BBERfresh BackgoundBlock Error Ratio Threshold: The numbeiof secondsin
which theBackgoundBlockEror Ratio (BBERgxceeded the specifed
(1.0%)
threshold
Received Mbytes: Thenumberof Megabytesreceived at the specifed
Rx MBytes o :
port within the interval.
Transmtted Mbytes: The numberof Megabytestransmtited at the speO 1
Tx MBytes e o .
ified portwithin the interval.
Below Capacity Secondscount whenthroughputfell below the predefinedthreshold
Thresh value
Above Traffic Thresholdset in the previousstep: Secondscount when actualkraffic
Thresh exceeded the threshold
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Spectrum

TheSpectrumfeature is an RF suey tool that provides spectral measurement information:
power vs. fequeng. You canviewrel £ Tt 8pacudhinformation, save resuks,and vew
historic spectrum scans.Separate information is generated for the HBSand SUst by £ €
selection. Thelatais stored in the radio unit itsef.

Theresuksof the SpectrumView utility are intended for useby RADWVINCustomer Seviceto
assist with diagnosingriterference related problems.

SpectrumView can be opened from the HBS,or from an SU,or any combination thereof.

We assume the reader knows about RF Spectrum Agsit so @tailed theoretical
explanations are not needed.

1. Slectthe deviceor deviasfor whichyou want to see the Spectrum View. Nomorethan 8
fixed SUscanbe seleded.

Spectrum

2. Clickon the SpectrumView icon

3. Ifyouareworkingg A K darrieRutit, ¢harse the carrier for whichyou want
to seethe SpectrumView. You can onlysee it for onecarrier at a time.

4. The Spetrum View window will appear.

T nmatpme v Corque tverms Perteomince  Specnen Mireenance . Opeustions dewn 4

;l
Spectrum B4 : ¥ u Download report X |

12001758

E
on Statd Name200 - 10.0.0.200

E
H o
: 5255255,
1
£
Frequency Mtz :

zz

w

Ablank SpectrunView resultdisply will appear, where all thebars are grey.

Thename(s) of the sele¢ed unit(s) apgear, together with their IPaddresses), date and
time.

5. To start a <an, first chooseits Timeout sectime (top of window), which is the
maximum analysis timeper scan.
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6. Select the frequencyrange (Range MHz, top of window)and channelrange (Rarge
Channeltop of window). You can only selectallowed frequences channels.

7. Once you are ready, clickSart to start the scanand seehe resukson seeen.You
will bewarned that thisis trafficrt ffecting. If thisis accetable,then clickYes.

Spectrum

Namel - 10.108.1.100

A

w Greenbarsrelate to those fequences channelsas listed when you activated the HBS
(SeeActivate the Base Station). Darkgreenis AntennaA, andlight green is AtennaB.

If there are frequences channelsyou did not dioosewhen you activated the HBStheir
bars appear blue.

Thefrequeng channelghe unit isworkingwith hastext that appears inblue.

€

Greenlines showthe maximumpower foundfor the indicated frequencychannelrange.
Datted lines stow the average power found for the indicated frequencychannelrange.
Radar shows/hides DFS nformation.

Conpare allows you to compare the resuksfrom seleted units, sidetoyrt & A R S @

€ € e ¢ €

8. If youwant to save the report, clickDownload Report, andselectalocaion where
to save the report file.

Utilization

Thisfeature shows how muchof the available sedorrt ¢ Ardddbirces of the air interfaceare
actually beingused (utilized). The nformation is available per carrier (for dual carrier
systems), for the downlink and uplink s@arately, andfor recent activity or for historical
activity.

To checkthe utilization for the whole setor, do the following:
1. Slectthe HBS
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ﬁ
2. Clickthe Utilization icon ) From the LJdztofvrmmignu,you have two options: Current,
and History.

Curent

This allevs you to see the present utilization in timeintervalsthat you can set.

. . Polling Interval {sec]

Downlink Uplink

Current: 0% Current:0%

Carrier 1

Time [sec] Time [sec]

Current: 0% Current:0%

Carrier 2

Current utilization iscalculated as follows:

w St a pollinginterval, in seconds, the clickSet/Clear.
w The HB&t that point takesa measurementof two parameters:

C3J:  Qurrent Symbols Used. Thenumberof symbols (can belooked at as cbytea éactually
beingtransmtted in the direction indicated (ULor DL)at this point in time.

C®.  Qurrent Symbols Possble: Thenumberof symbolsthat could paentially be
transmtted in the directionindicated at this point in time if 100%of the air interface
was utilized.

w Whenthe measuremertsare first taken, the parameterswill bethe cof R €
parameters.

w The HBS thewaitsthe period of time you have setas thepolling nterval,and
takesthe measurementsagain givingd gwé values. TheUltilization is then defined
as:

YO Qb Qa (x}lze-l—e'—?‘e

o I

Tw
e
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w Thisvalueis presented as apercentage in the graph,for each carrier separately,
and for each direction (ULand DL) sparately.

w Measurementsfor the next polling nterval are then taken, and the processis
repeated.

w To clea the graphsof data, clickSet/ Aear. The pocesswill start over.
w To stop thedisplyingof new data, clickFreeze.

History

This allevs you to see the historic utilization.

Each second, the HBSecordsthe CSUcumrent symbolsused) and theCSRcurent syY 1t
bols postble) values. TheUtilization isgiven as a p&centage: Utilization =CSU/CB

Utilization History

The Ullization History table works as follows:
w et the View tthe interval for whichyou want to show the average utilization. This
canbethe last 15 minutesor the last 24 hours, shown undeDate & Time.
w St the Carrierfor whichyou want to seethe utilization.

w DLUtilization the average Downlink utlization duringthe courseof the interval
you chose. The tilization for each second is taken and anaverage valueis made.

wULUtilizationTt  évr&ye Downlink utilization during thecourseof the interval
you chose. The tilization for each second istaken and anaverage valueis made.

w DL/ UL Utilization Threshold crossing secondsthow many secondsthe utilization
percentage was higherthan a thresholdvalue duringthe interval. For example, say
there was high uilization duringa holicay weekendor during a altural evert.

w Threshold et the thresholdpercent value here. This is ued to show how may
secondsthe utilization percentage was higher than this/alue. Click and sethe
value (default 90%)then click Set.
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Threshold

Utilization threshold

stion that the actual

ion that the
an the Utilization

threshold
Utilization threshold (%)

90

wRefresh 1/ to réfi@shthe report view.

w Download report iClck to download thereport in CGSV or PDHormat. Thereport
will include all theutilization lines shown in the Utilization History window.

o

Carrier Switch

Thisfeature shows & érrier Swiche events (thisfeaure is alsocalled PrimeCarrig). The
Carier Svitch feature allows norrstop transmissiorperformanceof the dual carriers,
dynamcally selectinghe bed carrier for each SU. Thisnaximizesthe SR capacity, link
reliability and seviceuptime.

E? The CarrieBwitch onlyworkswith SU PRO/AIRsubsciber units, and only with

e the NEO DUO and JETTt BO5 GHzbase gations.

A Carier Switch evert occuswhen a subsdber unitQcarrier is switched from the carrier on
which itwas originallyregistered 6 & K Zartisré tb the other carrier (Galternative carrierg),
or backto its homecarrier.

For this feature to work, Automatic Carrer Snvitchingmust be enabkd. See Air Interface(HBS
or J directly) e Advarced for more details. Note that you can enableor disableeach of the
criteria.

A Carier Switch canoccur acordingto one or more of the following crieria: Radar,
SpectrumLinequality, or Utilization.

Click theCarrier Swichicon (===
disphy:

) in themain window to open the Carrier Switch Bvents
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Carrier Switch Events

I Ip(name):All v Cause:Allv  Direction: All b Fiter eventshere

®Radar @Spectrum ®@Line quality @ Utilization ®@Feature off @ Return home Multi cause

carrier 2

carrier 1 ® o

Click &t iconto see Click right arrow to see
eventsin list form more recent events

Thetwo carriersare shown:Carier 2 and Girrier 1.

w Eachcircleindicates a carrier switch event, according to the date and timeit occurred.

w Lage circlesindicate more than one subsciber switchingat that time, and smaller airt
clesindicate only one subsdber unit switchingat that time.

w Eachcircleis colormtoded to indicate the reason for the event:

Radar mif aradar sigral is detected on the carrier. If the SUdetected the radar, only

that SUis switched. If the base station detected the radar, all SUson thiscarrier are
1

switched. Some nay loseservice™.
Spectrum 1 Spestrum Carrier scan is undertakenon the carrier. Sincethe carrieris
not availablefor traffic while undergoingthe scan,all SUs g switched?.

Linequality Tt cértainlevel of PERpadket error rate) is detected on the carrier
(applicableonly for SUs whoseresourcetype is defined as BestTEfort).

1. Shce each carrier supportsup to 64sts,the numberof swsthat can beswitched
dependnthe space avalablein the secondcarrier. Tha is,the numberof susthat
can beswitched is 64minus thenumberof sws already on thesecondcarrier.
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Utilization tdf the utilization of the carrier rises above 80%while the utilization of
the other carrieris kessthan 60% A switch, in thiscase, balanes theload between
the carriers.

Feature off 1 dCHri®r Switch feature was disabkd a this point in time. Al
subsciber units go backto the homecatrrier.

Rdurn home 1iThepreviousconditionscausingthe carrier switch for a specificSUno
longer apply, and theSUwasreturned to its homecarrier.

Multi causeriMore than one reason caused the carrier switch.

w Thedate of the evert is shown alonghe xraxis.

w You canmove the datesto more recent eventsby clickingthe right arrow at the bottom
of the window.

w Mousemn &r a crcleto show the date and time of the switch, the -
reason for the switch, the IPaddressof the SUor SUs sviched, and zammfrfmﬁ:mg
whether the switch A dy” §antered the specificcarrier) or & hte Radar
(exited the specificcarrier). s

direction: In

w Clickon a small eccleto show more details about the cause
of the specificswitch. The sitwation for each carrier canbe
shown in addition to that of the subsciber unit that undermt

went the switch.

w You canshow theeventsin list form by clickingthe list icon ' l .
on the bottom of the window: ( — ). Theligt also shavs
the MACaddress of the subsciber unit and allovs you to
down thereport in CGSV or PDHormat.

w You canfilter the eventsshown by the IPof the SU the causeof the event, and the
direction of the event (L YOEQ ht€ .0

2

Register

To enablethe SUto communicate with the HBS you must register it.
1. Slectthe U you want to register by placing a checkarknext to it.

SelectHSU
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2. ClickRegister. The SURegistration window will open.

# B w8 2 8 Qa a @

I iy s feoets  Pobemens lpeiven  Bopew [ > SO )

aaaaaaaaa

HSU Registration

lllll

.......

3. You may edit or add the ste@name,locaion and @ordinates.

4. Slect the Resource Type for the SU. Thisanbe AR (Commited Information
Rate), or BE (B4 Hfort):
Tt BEgrantsthe SUresources as they become available in the sedor.
1t ARgrantsthe SUwith a certain guaranteed percentage of resources. You st
this percentage in the Geneal MIRwindow.
5. Checka MIMO Modé€for this SU:
1t Spatial Multiplexing (ckfault) splits thedatain to two streamson transmission
and recombinesit on reception, providingmaximumthroughput.

1t Diversity transmts the samedata from both antennas and check for correctmt
nesson reception. Thismode helpsto ensure more reliable data transmissiornin
a nosy environment, although tlroughputwill be lower.

1T Auto Selectioningtructsthe sygemto choosewhichever modeis most efficient.

6. Optionally, you can choosethe Maximum Information Rate. Usethe slidersto set
the maximumthroughputrate you want for the specificSUin each direction: down
linkand up link-You can choose avalue, or click theUnlimited checkbox.

w If you chose theBE esource typein Sep4. abow, continueto Sep?7.
w If you chose theCR esource typein Sep4. abow, continueto Sep8.

7. If you chosethe BEresource typein Sep 4. above, click theRegister button. In a
few moments,the SUwill beregistered.
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8. If you chosethe CIResource type in Sep 4 above, choose the resource allocation
(Geneal MIR). Usethe dlidersto choaose the percentage of resourcesto be
allocated to the SU. Thissthe percentage of availableresourcesin the sector.
Obvioisly, you must make sure that the resource percentagesof all the SUs irthe
secor do not add upto more than 100% Onceyou have set the values, click

Bvaluate.
Bvaluation dialswill appear.

HSU Registration ©

Resource allocation

' Evaluating...

9. When a gtablevalueisreached, the Register button will become enabked.
10.ClickRegister.
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2.3.27 Deregister |.4.,

1. Selectthe SUyou want to demegister by placinga checkmarknext to it.

SelectHSU U

2. ClickDeregister. You will be asked to confirm that you want to deregister the radio.

Deregister device

Are you sure you want to deregister the selected device?

[ Preserve Sector ID in SU on Deregister command ()

]

3. if you are sure, clickDeregister. Thedevicewill nolonger be registered.

In release 5.1.3@here isanoption to preserve the Sector ID on the-degistered SU, for
being used when establishing the linith thisunitt { St SOG GKS at NBaSNIBSR
preserve the sector ID in the SU after the SU will be deregistered

~
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Maintenance

This albws you to upgade, badup, or restore the target software.

Chocse the actionyou want from the pulf down menu.

w Any of theseactionsrequiresthe NMSloolsexe applicaion. This is th&RADWINa | Yy 1t

ager, which mwst beingtalled on your computerl. When you chooseany of these
options,you will be asked if you want to open thisapplicaion. ClickOpen
NMSTools.exeto open theapplication.

w Enterthe password netwireless,and click OK. THRADWINVanager will open to the

Softwvare Upgrade Tool. Cantinue according to instructionsfound in theRADWIN 5000
Configuration Guiel

1. Seethe Configuration Guidéor the RADWIN Managerfor moredetails.
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